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Abstract
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structure components presented here are aimed at bridging the gaps between islands
of functionality, developed for particular purposes, often by other European projects,
whether separated by discipline or time. Thus the infrastructure components are in-
tended to play a general, unifying role in science data. While developed in the context
of a European wide infrastructure, there would be great advantages for these types of

infrastructure components to be available much more widely.
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1 Introduction

1.1 Purpose and scope of this document
The purpose of this document is to provide an overview and initial details of a number

of specific components, both technical and non-technical, which would be needed to
supplement existing and already planned infrastructures for science data. The infra-
structure components presented here are aimed at bridging the gaps between islands
of functionality, developed for particular purposes, often by other European projects,
whether separated by discipline or time. Thus the infrastructure components are in-
tended to play a general, unifying role in science data. While developed in the context
of a European wide infrastructure, there would be great advantages for these types of

infrastructure components to be available much more widely.

Figure 1: Infrastructure including preservation components
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1.2 Science Data Infrastructure: integration with and differentiation from
other infrastructures
Science Data Infrastructure is taken here to mean those things, technical, organization

and financial which are usable across communities to help in the preservation, re-use
and (open) access of digital holdings. The focus of this Roadmap is largely at the tech-
nical level but the other aspects are also addressed briefly. Preservation is meant in
the OAIS (Open Archival Information System,

http://public.ccsds.org/publications/archive/650x0b1.pdf) sense of maintaining the us-

ability and understandability of a digital object . A digital object is an object composed

of bit sequences.

In Europe’s research landscape various actors play a role with respect to the data gen-
erated and used by the research. We have defined four main roles: funding, research,
publishing, and storage/preservation. Within these four roles many stakeholders (or-
ganisations and individuals) are active with different objectives and motivations. Major

influences of new developments include:
¢ movement to digital, but concern about digital obsolescence
¢ international cooperation
e new publishing models

Each community (and even on a national level) handles these transitions differently.
Community-specific infrastructures, adapted to the needs of organizations within spe-
cific communities, are possible but should use and complement the services of the

more general infrastructure.

This science data infrastructure must integrate with the computation and data GRID-
type infrastructure

(http://www.informit.com/articles/article.aspx?p=169508&segNum=5) and provides

analogous functionality in the sense of providing the linkage between islands of re-
sources, as shown in Figure 1. The access parts of the infrastructure are provided in
large part by the GRID-type infrastructure The infrastructure components provide the
linkage between islands of capabilities just as the network infrastructure (e.g. GEANT

(http://www.geant.net/)) links national networks and compute infrastructures (e.g.

EGEE (http://www.eu-egee.org/)) link islands of compute and storage resource. The

preservation aspects of the infrastructure link islands of capabilities separated by time;
the re-use aspects link islands of capabilities separated by discipline and its require-
ments may be subsumed within those of preservation. For the former there is a one

way communication from present to future and there are a number of threats which
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hinder the correct transmission of digitally encoded information. It should be noted that
there is a fundamental difference between the preservation infrastructure components
and some or all of the rest of the infrastructure. This arises because there is a require-
ment, by definition, of a long-term commitment. By contrast middleware GRID systems
quite naturally have shown a rapid turnover and lack of long-term commitment to any

individual system.

1.3 Terminology
Unless otherwise stated the terminology used comes from OAIS (Open Archival Infor-

mation System) standard, an ISO standard relating to archives, consisting of an or-
ganization of people and systems, that have accepted the responsibility to preserve

information and make it available for a Designated Community.

A glossary of terms is available.
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2 Demand for a Science Data Infrastructure

An associated paper summarizes the surveys which have been undertaken by
PARSE.Insight and members of the Allance for Permanent Access

(http://www.alliancepermanentaccess.org/index.php?id=1), investigating creation, re-

use, preservation and publication of digital data. These surveys show a substantial
demand for a science data infrastructure which is consistent across nations, continents
and over a remarkably wide range of disciplines. There has been time for only an initial
analysis of the results. The results of most immediate interest revolve around a collec-
tion of “threats” to digital preservation which are based on prior analyses of the domain
and which are pertinent to data re-use also. It is worth noting that similar lists can be
found in most project proposals related to digital preservation, e.g. compare the project

descriptions of CASPAR (http://www.casparpreserves.eu/), Planets

(http://www.planets-project.eu/), SHAMAN (http://www.shaman-ip.eu/), etc.

The major threats are as follows:

1. Users may be unable to understand or use the data e.g. the semantics, format,

processes or algorithms involved

2. Non-maintainability of essential hardware, software or support environment may

make the information inaccessible

3. The chain of evidence may be lost and there may be lack of certainty of prove-

nance or authenticity
4. Access and use restrictions may not be respected in the future
5. Loss of ability to identify the location of data

6. The current custodian of the data, whether an organization or project, may

cease to exist at some point in the future
7. The ones we trust to look after the digital holdings may let us down

The preliminary survey results show that between 50% and 70% of responses indicate
that all the threats are recognized as either “Important” or “Very Important”, with about
half supporting the need for an international preservation infrastructure. Another clear
message is that researchers would like to (re-)use data from both their own and other
disciplines and it is suggested that this is likely to produce more and better science.
However more than 50% report that they have wished to access digital research data

gathered by other researchers which turned out to be unavailable.
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2.1 Quality of the evidence
The design and distribution of the surveys has emphasized comprehensiveness and

wide coverage, as we believe that there is a strong need for a convincing body of evi-
dence. There may nonetheless be some concerns about the validity of the methods
and results. We have therefore addressed two pressing concerns, namely (1) that the
survey results may be skewed by self-selection of the responders and (2) the list of
threats may be either ill-founded or else incomplete. For the first of these we have
shown that there is a surprising consistency of results when compared across different
countries, continents and disciplines and organization types. Admittedly this is not a
quantitative argument but nevertheless one we find very encouraging. In addition we
are intending to analyse non-responders to obtain some indication of whether their fail-
ure to respond indicates a major underrepresentation of the view that there is no de-
mand for infrastructure. To address the second concern we have analyzed the free text
responses from individuals to questions about reasons for loss of data that they have
experienced and we find no new threats but significant numbers of examples of each
threat apart from one. The exception is threat number 4 above, namely that connected
with rights management where it appears that the wording should have been “Access
and use restrictions may make it difficult to reuse data, or alternatively may not be re-

spected in future” and we use this phrasing below
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3 Requirements for a Science Data Infrastructure

We base the requirements for the preservation/re-use/access infrastructure on a broad

analysis of the threats and an initial set of solutions.

Threat Requirements for solution

Users may be unable to understand
or use the data e.g. the semantics,
format, processes or algorithms

involved

Ability to create and maintain adequate Representa-

tion Information

Non-maintainability —of essential
hardware, software or support envi-
ronment may make the information

inaccessible

Ability to share information about the availability of

hardware and software and their replace-

ments/substitutes

The chain of evidence may be lost
and there may be lack of certainty

of provenance or authenticity

Ability to bring together evidence from diverse sources

about the Authenticity of a digital object

Access and use restrictions may
make it difficult to reuse data, or
alternatively may not be respected

in future

Ability to deal with Digital Rights correctly in a chang-

ing and evolving environment

Loss of ability to identify the location

of data

An ID resolver which is really persistent

The current custodian of the data,
whether an organisation or project,
may cease to exist at some point in

the future

Brokering of organisations to hold data and the ability
to package together the information needed to trans-
fer information between organisations ready for long

term preservation

The ones we trust to look after the

digital holdings may let us down

Certification process so that one can have confidence
about whom to trust to preserve data holdings over

the long term (see RAC))
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4 Possible Financial Infrastructure concepts and com-
ponents

It seems difficult describe an explicit business model, and indeed there may be differ-
ent business models at different phases; for example one might distinguish (1) proto-
type (2) emerging infrastructure for early adopters and (3) a long-lived infrastructure to
rely on. Certainly phase (1) would need specific funding and a number of the technical
components described below have been prototyped in a variety of EU projects. For
phase (2) it is difficult to avoid the conclusion that the short to medium term funding to
go from prototype to stable, robust and scalable infrastructure components must be
provided by the EU in the first instance, together perhaps with major stakeholders such
as the members of the Alliance for Permanent Access

(http://www.alliancepermanentaccess.org/index.php?id=1). The longer term business

model needed for phase (3) must clearly be linked to the business models for the rest
of the infrastructure on which the components described here depend, for example the

basic network.

It is worth making a number of observations, for example that there is also significant
commercial need for digital preservation, although this tends not to be for the indefinite
future, there may be options to create a self-funding set of services, especially where
the service does not scale with the amount of data needing preservation. The Registry
of Representation Information, the Knowledge gap manager, the Authenticity tools, the
licence tool dark archive, the brokerage systems and the certification system, to name
a few, do not necessarily suffer the problem of scaling with the amount of information
being preserved. For example one piece of Representation Information may be used to

describe 1 billion data objects.

The Storage Facility on the other hand would grow with data growth, although the de-
clining cost of storage means that this does not imply a simple linear cost relationship.
Nevertheless such a facility may be able to supply added value services such as disas-

ter recovery and integrity checking.

Cost/benefit analyses are likely to be very highly instance specific yet some common
models are essential if judgments are to be made about what can be afforded. A com-
mon framework for at least collecting the information would be useful if a good under-

standing of the important parameters is to be gained.
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5 Possible Organisational and Social Infrastructure
concepts and components

It is clear that a number of the infrastructure components described above are them-
selves archives which need to preserve digital information over the long term and
which therefore themselves require the support of that very preservation infrastructure.
For example any of these components must themselves be able to be handed over to
another host organisation, and the Persistent Identifiers must support such a move and

resolve correctly.

An initial organisational setup could be supported by a government-level organisation,
for example a component of the EU, however the commitment to provide a service for
an indefinite time tends not to be popular. Therefore in the long term the responsibility
could be handed over to an arms-length or consortium based organisational structure,
and here the Alliance for Permanent Access

(http://www.alliancepermanentaccess.org/index.php?id=1) is bringing together key

stakeholders and may play a key role. Even this may need to be underpinned by gov-
ernmental guarantee in order to provide real confidence in the infrastructure’s longev-
ity.

There are social/behavioural aspects which must also be considered. For example a
science data research infrastructure must facilitate data sharing and data mining. How-
ever researchers do have concerns about this; indeed, it has been (jokingly) said that
data sharing/mining means either "this data is mine [and no one else's]" or else "my

data is mine, and now your data is mine [to use as | like]"

More light can be shed on this through the survey results. While a majority of research-
ers say they would like to make use of the research data of others, the researcher’s
survey also shows that a considerable number of scientists foresee problems in making
their own research data available for others. No more than 25 % make their data avail-
able for everyone (against close to 60 % who share it within their research group).
What are the problems mentioned ? Over 40 % are afraid of misuse, around 40 %
foresee legal problems (e.g. breach of privacy, misuse of anonymous surveys, etc),
between 25 and 30 % mention technical problems (lack of infrastructure, incompatible

data, access restricted, etc).

This implies that even when a technical infrastructure is in place for the preservation of
research data, the current behaviour patterns may prevent people from using it. There-

fore, the roadmap should also address how to solve this issue.
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Although large scale facilities often have archived copies (held for at least a little while)

of the data they are used to create, the data created by individual researchers are often

treated less well. Institutional repositories have not been great magnets for such data.

To encourage and facilitate the behavioural changes needed one can suggest:

1.

Policies: in some countries mandates exist for depositing research data and in
some cases funding agencies require so. But clearly, this shall not be enough
as certainly not all researchers seem to obey the mandate. We also need a

combination of:

Robust and reliable deposit places, where researchers can be sure their data
will not get lost, be corrupted or misused. Reliable also means with the right ac-
cess mechanisms, perhaps even some kind of access permission system for
retrieval via the creator of the data. In response to being asked where they
would like to store their data, the three best scoring options are: digital archive
of their institute (63 %), discipline based archive (60 %) and at the publisher (47
%).

Elements that increase comfort levels so that new users will know how to use
and interpret the available data. And that new users will not take these data out
of context. This could be achieved by a good linking system between the data
and all publications that exist for and mention these data. In the survey, some
96 % of respondents say they publish about their data in journals of publishers
— surely these articles will contain a section on methods and protocols where
new users can find how the data were gathered, if there are any restrictions on

how to (re)use them and what the context of these research data is.
Communication and awareness around these issues.

Have publication of data as valued and as referencable as is a publication of a

paper in a journal.
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6 Possible Policy infrastructure concepts and compo-
nents

There are a number of broad policies or statements of intents about preservation, re-
use and (open) access. Although it is not clear when or whether these will converge, it
is clear that there will almost certainly be a variety of such policies for the foreseeable
future. The preservation infrastructure must be able to operate in this environment.
Nevertheless alignment of policies will undoubtedly make the task simpler, for which
co-ordination at national and international levels, including EU and transnational con-
sortia of key stakeholders such as the Alliance for Permanent Access

(http://www.alliancepermanentaccess.org/index.php?id=1), would be essential.

6.1 Deployment and Adoption
The need for an infrastructure on an international scale is evident. To ensure that such

an infrastructure will be supported by all stakeholders across Europe and beyond, a
well-defined strategy is needed to stimulate its adoption. This strategy can be consid-
ered from two perspectives: a bottom-up view, representing the view of the end-users
(researchers, publishers, data managers, etc) and a top-down view which represents

the perspective of the initiators of the infrastructure.

The bottom-up perspective currently gives a view on many initiatives taken on sharing
data amongst researchers within their research domain as mentioned in the previous
section (e.g. GEANT, EGEE). These national or domain-specific solutions (islands of
capabilities) are mostly developed to enable interoperability between different science
stakeholders. The clustering of information resources is an ongoing process already
and will eventually lead to larger networks that allow stakeholders to share information.
However cross-domain cooperation will still be limited due to incompatibility of these
domain-specific infrastructures. The solutions often do not share a standardised and
certified approach, which limits overall sustainability of the infrastructure. While re-
specting the existing solutions, it is a challenge to achieve a global infrastructure that
not only allows researchers to share data, but also to keep the information trusted, reli-

able and secure.

To achieve better sustainability and interoperability, the top-down approach can help by
promoting the foundation of guidelines and recommendations for sustainable data ar-
chives and other infrastructural components (mentioned in the next section). The Re-
pository Audit and Certification work mentioned above is aiming in this direction. More-

over, standards should be promoted which are compliant with a trans-national infra-
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structure, but also are easy to adopt in the already existing networked domains. The

EU as well as other international bodies can play an important role in this process.

The benefit of this top-down approach not only ends with better interoperable and sus-
tainable networks, it also draws a clear scenery of the European science landscape,
allowing new stakeholders to build a business model on top of the infrastructure. Re-
searchers are assured that their data is compatible and safe because of certification
and legislation while new businesses can offer new services on top of this secure layer

of the infrastructure.

A good example is the OAIS Reference Model (ISO 14721:2003), which has become a
worldwide adopted standard for building a sustainable digital archive. Today, various

vendors developed their own archiving solutions and bring them to the market.
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7 Virtualisation of Policies, Resources and Processes

Virtualisation is a commonly used technique in systems to insulate services from un-
derlying implementations. The science data infrastructure described here is imple-
mented by services including management, trust, workflow, data storage and other
resources. In order to insulate the science data infrastructure components from
changes it is necessary to try to virtualise access and use of all these. Virtualization
would for example facilitate the migration between preservation environments, i.e. ena-

bling policy enforcement across systems.

SCENARIO 1

Due to its size, a large scientific dataset has to be stored across multiple distributed
locations. These storage locations are maintained by different organisations using di-
verse hardware/software infrastructures. Researchers who wish to access the dataset
are provided with a uniform interface, hence they do not need to be aware of the actual
physical location of the data. Data managers are provided with a standardized set of
actions, which are then mapped to concrete operations and executed by the respective
underlying infrastructures. Computing-intensive operations such as format migrations

might be scheduled and submitted to external (grid-based) services.

Next steps:

e Specify standards promoting the interoperability between services, grid op-

erations and existing archive systems.

o Scalable storage abstractions capable of handling increased data volume

without impacting the running of the archive
e Support for data replication to geographically disparate storage resources.
e Provision of logical namespaces for resources, data and users.
o Define data virtualisations for common data objects
Final destination

e Infrastructure independence, collections can be moved across preservation

systems without any loss of information.

¢ Management virtualization, seamless federation of preservation environ-

ments while maintaining control over policies, processes and resources.
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Relevant projects, policies, organisations, activities:

¢ SHAMAN (http://www.shaman-ip.eu/), Chronopolis
(http://chronopolis.sdsc.edu/mediawiki/index.php/Main_Page), CASPAR

(http://lwww.casparpreserves.eu/), iRODS (http://www.irods.org)
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8 Technical Science Data concepts and components

Each of the solutions is analysed next in a way analogous to the e-IRG Roadmap

(http://www.e-irg.eu/index.php?option=com_content&task=view&id=39&ltemid=38),

with which this strategic vision should (eventually) be compatible. For each solution
there is a particular need to review the existing digital preservation projects, review the
proposals and identify open issues. The Warwick workshop report

(http://www.dcc.ac.uk/events/warwick 2005/Warwick Workshop report.pdf) is also

relevant here.

8.1 Create and maintain Representation Information
The information needed to understand and use a digital object is termed, in OAIS,

“‘Representation Information”. This is a catch-all term which includes information about
a digital object’s format, semantics, software, algorithms, processes and indeed any-

thing else needed.

SCENARIO

A dataset created by one researcher may need to be used by a second, either con-
temporaneously or at some later time. This second researcher may come from a
different discipline and use different analysis tools. In order to avoid producing mis-
leading results he/she must be able to understand what the data actually means. For
example, given an astronomical image in the currently FITS format, with its several
variants, the researcher would need to be able to extract the values of the pixels of
the image from what may be quite a complex and highly tailored digital object. In
order to use analysis tool one would need to know how to deal with these pixel val-
ues, their units, their coordinates on the sky and the way in which the photons have
been selected e.g. the bandpass of the filters used.

Representation Information is the OAIS term for everything that is needed in order to
understand a digital object. A registry would help to ensure that the required Repre-

sentation Information is available in the future and across disciplines.

Next steps:

e Representation Information Registry holding copies of Representation In-
formation of all types which can be shared and enhanced by contributions

from many people.
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e Virtualisation techniques to facilitate easier integration into contemporary

tools

e Preservation features should be embedded in the "creation" environment,
automating/facilitating the generation of necessary representation informa-

tion (data, models, assumptions, configurations, ...).

¢ Knowledge Gap Manager which provides a semi-automated way of identify-
ing where additional Representation Information needs to be created, based

on information collected by the Orchestrator/Broker

e Processing Context which helps to maintain information about the process-

ing history of a dataset
Final destination

o A set of services, supported over the long term, which make it easier to
maintain adequate Representation Information, particularly after active work
on the dataset has ceased or slowed. Automated capturing of the creation

and processing context.
Relevant projects, policies, organisations, activities:

e CASPAR (http://www.casparpreserves.eu/), Planets(http://www.planets-

project.eu/), DCC (http://www.dcc.ac.uk/), JISC (http://www.jisc.ac.uk/),
OAIS (http://public.ccsds.org/publications/archive/650x0b1.pdf), SHAMAN

(http://lwww.shaman-ip.eu/), nestor (http://www.langzeitarchivierung.de/)

8.2 Sharing of information about hardware and software
Ability to share information about the availability of hardware and software and their

replacements/substitutes:

SCENARIO

A performing artist finds a masterpiece of (formerly) modern music which requires a
signal processing system which used to run on an Apple Macintosh? to add a special
type of reverberation to the sound. The artist has a number of options including finding
the signal processing software together with a working Apple Macintosh? , or an emu-
lator running on his/her computer.

A way to sharing information about hardware and software would facilitate the re-

performance of this masterpiece.

Next steps:
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o Development and sharing of information about emulation and migration

strategies
e Development of orchestrator/broker to share available substitutes

e Acts as (1) a clearing house for demands for Representation Information, (2)
for collecting information about changes in availability of hardware, software,
environment and changes in the knowledge bases of Designated Communi-
ties and, (3) to broker agreements about datasets between the current cus-
todian, which is unable to continue in this role, and an appropriate succes-

sor.
Final destination

o A set of services which make it easier to exchange information about obso-

lescence of hardware and software and techniques for overcoming these.
Relevant projects, policies, organisations, activities:

o CASPAR (http://www.casparpreserves.eu/), KEEP (with regard to emula-

tion) (http://www.keep-project.eu), Planets (Ada asks: should this be Plan-

eTs? ?), nestor (http://www.langzeitarchivierung.de/)

¢ Need for a software archive (mentioned in the presentation of Pat Manson
during the Annual Conference of the Alliance for Permanent Access, Buda-

pest, 2008 (http://www.alliancepermanentaccess.eu/index.php?id=3))

8.3 Authenticity of a digital object
Ability to bring together evidence from diverse sources about the Authenticity of a digi-

tal object: Authenticity is not a Boolean concept. It is in general not possible to state
that an object is authentic. Instead one can provide evidence on which a judgement
may be made about the degree to which a person (or system) may regard an object as
what it is purported to be. This evidence will be technical, for example details of what
has happened to the object (Provenance) as well as social, for example does one trust
the person who was in charge of the system under which the object has been held. In
general the provenance information associated with various objects will be encoded
according to one of a multitude of different system e.g. CIDOC-CRM
(http://cidoc.ics.forth.gr/), OPM (URL??7?). There is at minimum a need to be able to

interpret and present provenance evidence in a uniform way so that users can make an

informed judgment about the degree of belief that a data object is what it is claimed to

be. These tools would also facilitate the collection of appropriate evidence.
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SCENARIO

A virtual reconstruction of the Taj Mahal created at the start of the 21st century shows
that there have, 50 years later, been subtle damage caused by a local development.
The developer disputes this and argues that the digital data on which the virtual recon-
struction has been made is not what is claimed. What evidence can and should be pro-
vided to support the claims of authenticity and hence save the Taj Mahal.

Strong techniques and support tools are needed to allow curators to support claims of

authenticity

Next steps:
e Develop an authenticity formalism

e Develop international standards and common policies on authenticity and

provenance.
¢ Creation of tools to capture evidence relevant to authenticity
o Develop tools to map provenance to authenticity tools

¢ Maintain the chain of evidence through (automated) digital audit (prove-
nance) trails by embedding support for capturing knowledge about the ac-

tual operations performed
Final destination

¢ A set of standards and tools through which a user in the future can be pro-
vided with evidence on which he/she may judge the degree of Authenticity

which may be attributed to a digital object.
Relevant projects, policies, organisations, activities:

e CASPAR (http://www.casparpreserves.eu/), SHAMAN (http://www.shaman-

ip.eu/), nestor (http://www.langzeitarchivierung.de/)

8.4 Digital Rights

Ability to deal with Digital Rights correctly in a changing and evolving environment:
Allow the digital rights associated with an object to be presented in a consistent way,
taking into account the changes in legislation. There are several digital rights expres-
sion languages in the academic community and commercial world - some are being

standardised — the infrastructure must be able to cope with this variety and their evolu-
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tion and possibly of the underlying rights. An associated problem is the circumstance in
which the licence to access the object (or without which the required software is unus-

able) expires and the originating company no longer exists.

SCENARIO

A piece of software was produced by an inventor and is protected by a user key which
must be renewed every year. Several years after the death of the inventor the software
is needed by a researcher in another country with a different legal system. What re-
strictions on usage are there under this rather different system? Even if the software
could legally be used, how can the appropriate software key be created?

A way is needed to be able to handle the link between the rights and restrictions origi-
nally associated with the digital object and the legal system under which it is eventually

used.

Next steps:

¢ Share information on how constraints, which DRM (Digital Rights Manage-
ment)systems possibly impose on preservation planning and preservation

actions, can be handled under different and changing legal systems

o Develop a dark archive for holding tools to generate licences, which would
only be used if and when the commercial supplier is unable to provide this

capability
Final destination

o Registry of/Clearinghouse for rights information and dark archive of licens-

ing tools
Relevant policies, organisations, activities:

e CASPAR (http://www.casparpreserves.eu/), ARROW (Accessible registries

of rights information and orphan works towards Europeana) (URL?), nestor

(http://www.langzeitarchivierung.de/), KoLaWiss? (http://kolawiss.uni-

goettingen.de)

8.5 Persistent Identifiers
Need an ID resolver which is really persistent:
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There is no shortage of things which are claimed to be Persistent Identifier systems.
The issues associated with these are the scalability of the solutions and the longevity of
the underlying organisational structure. A hame resolving system whose persistence is
guaranteed by an international, government based organisation is needed. This could
build on one or more existing name resolving systems, strengthening the organisational

structures underpinning the resolver.

SCENARIO

A researcher reads a paper in a journal which refers to a dataset which he realises can
be re-analysed and combined with some new data he has recently obtained. The paper
has an identifier string for the dataset which after some investigation he sees is some
sort of a "persistent identifier". Unfortunately the originator of that system is long gone,
the DNS entry for the identifier name resolver system host has lapsed and the data-
base system which was used is not available.

A more permanent persistent identifier system is needed which itself has the appropri-

ate longevity with committed long-term financial and social support.

Next steps:

¢ Review the existing persistent identifier systems and their technical, organi-

sation and social underpinnings with respect to longevity and scalability
o Develop or adopt a sufficiently scalable/maintainable identifier system

¢ Investigate potential organisational underpinnings and the links to, for ex-
ample, the EU or USA.

Final destination

¢ An identifier system for locating and cross-referencing digital objects which
has adequate organisational, financial and social backing for the very long

term which can be used with confidence
Relevant projects policies, organisations, activities:

e DOI (http://www.doi.org/), DNS (Domain Name System), CASPAR

(http://www.casparpreserves.eu/), URN (Uniform Resource Name), nestor

catalogue of criteria for trusted Pl-systems

(http://www.langzeitarchivierung.de/), XRI (Extensible Resource Identifier),

DPE (http://www.digitalpreservationeurope.eu/)
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8.6 Transfer of custody and brokering services
Brokering of organisations to hold data and the ability to package together the informa-

tion needed to transfer information between organisations ready for long term preser-

vation:

Projects and organisations can and do run out of funding for preserving digital holdings,
for example projects from Earth Observation (EO) projects are often only funded for 10
years after the closure of the satellite from which the data is derived. There are in the
EO case some more or less formal mechanisms for finding a host who could take over
responsibility. A brokering/orchestration system is needed to formalise the finding of

new hosts.

However even if agreement is reached there is the issue of collecting all the informa-
tion related to a set of digital objects held, perhaps in a variety of systems, by the origi-

nal host, and transferring this to the new host, itself with a variety of systems.

OAIS defines in very general terms an Archival Information Package which (logically)
contains all the information needed for the long term preservation of a digital object. In
addition to the Brokering/Orchestration mentioned above we need to be able to create

the AIP so that these can be handed over to the new host.

SCENARIO

An archive finds that its funding agency has been wound-up and the archive must close
in six months time. Moreover the data holdings are currently in a set of inter-related
database tables with embedded binary large objects, and a sophisticated access sys-
tem with much embedded business logic. How can the archive find someone willing to
look after its holdings and how can they be handed over in practice?
Although individual repositories tend to have specialised access systems tailored to
help their users, attention must also be paid to ensuring that the holdings can be
handed over ifiwhen necessary, and appropriate tools and techniques are needed to
help do this.

Next steps:

e Create tools for collecting and (logically) packaging information into AlPs using

information from a variety of underlying information systems
e Investigate the options for mapping systems from one major system to another.

Final destination
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e A system which will allow organisations which are no longer able to fund the
preservation of a particular dataset is able to find an organisation willing and ab-
le to take over the responsibility. The ultimate fallback could be the Storage Fa-

cility (see section 4.8.1.1)
Relevant projects, policies, organisations, activities:

CASPAR (http://www.casparpreserves.eu/), SHAMAN (http://www.shaman-ip.eu/,
OAIS http://public.ccsds.org/publications/archive/650x0b1.pdf)

8.7 Certified repositories
Certification process so that one can have confidence about whom to trust to preserve

data holdings over the long term:

Although one cannot guarantee anything into the indefinite future there has, for more
than a decade, been a demand for an international process for accreditation, auditing

and certification of digital repositories, based on an ISO standard.

SCENARIO

A funding agency wishes to instruct its researchers to deposit their data into one or
other of the long term archives it will support. This will involve a large and continuing
commitment of resources. How can the funder be sure that the archives it wishes to
support are up to the job?

An internationally recognised certification system would give funders and depositors a

way to distinguish and evaluate archives.

Next steps:

e Support the development of a set of ISO standards about digital repository

audit and certification

o Help set up the organisation and processes to provide accreditation and cer-

tification services
Final destination

¢ An internationally recognised accreditation, audit and certification process
with a well defined and long-lived support organisation, with appropriate

tools and best practice guides.

Relevant projects, policies, organisations, activities:
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¢ Repository Audit and Certification Working Group
(http://wiki.digitalrepositoryauditandcertification.orq), DCC
(http://www.dcc.ac.uk/), DRAMBORA (http://www.repositoryaudit.eu/), OAIS
(http://public.ccsds.org/publications/archive/650x0b1.pdf), Alliance for Per-

manent Access (http://www.alliancepermanentaccess.org/index.php?id=1),
EU (http://europa.eu/), NSF (http://www.nsf.gov/), JISC

(http://www.jisc.ac.uk/), nestor (http://www.langzeitarchivierung.de/)

8.8 Possible additional technical components
8.8.1 From e-IRG roadmap

8.8.1.1 Storage Facility
Provision of a network of distributed shared facilities will reduce overall costs as it takes

away the need for inefficient local redundancy. The concentration of buying power and
maintenance will also lower cost and increase quality, while having an installed base
ready for use any time lowers deployment time. Grids are able to deal with sudden
popularity of data, using the swarming effect (the consumer of data becomes part of
the source). In short, it will allow for advanced data recovery faster than in any other
scenario and at the lowest price possible — providing efficiency, flexibility, security,
availability and scalability. With the networks and grid technologies in place to provide
the interconnectivity and load balancing features, shared storage facilities are a key

component in the grid equation.
Next steps:

¢ Design an optimal safe storage topology and determine a storage develop-

ment roadmap.

e Link large distributed storage facilities able to replicate and serve grid data

as a test bed.
¢ Find long term financial support for distributed European Storage Facilities.
Final destination

e A European Grid storage facility that is secure, distributed and extremely
fast. This high capacity storage facility is at any given point in time capable

of mirroring and serving all data within the global scientific community.

Relevant policies, organisations, activities:

e e-IRG (http://www.e-
irg.eu/index.php?option=com_content&task=view&id=39&ltemid=38), DG
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Information Society and Media

(http://ec.europa.eu/dgs/information society/index en.htm), National Sci-

ence Councils, OGF (http://www.ogf.org/), FP7+

(http://cordis.europa.eu/fp7/), ENISA (http://www.enisa.europa.eu/).

8.8.1.2 Normalisation Institute
If data comes from many different sources, it will need to be aligned. A normalisation

institute could be set up to first contribute to standardised access across organisational

and international boundaries, producing validated aggregation processes and conver-

sion schemas — in order to achieve in the long term good overall interoperability, avail-

ability and durability of scientific data. This would be complemented by support for digi-

tal libraries and other means to take care of data curation, software curation and se-

mantic metadata. Without these, data loses its meaning and cannot be transferred to

knowledge by scientists any more.

Next steps:

Create an enrolment mechanism for data source maintainers to use the
European Grid storage facilities as a replicator to secure at least one copy

of their data for free.

Identify key data sources and fully fund their addition to the European Grid
storage facilities, coordinated by a Task Force that identifies and prioritizes

strategic resources.
Fund research in replication strategies for very large database.

Set up European repositories and digital libraries geared towards scientific

software curation and serving semantic metadata.

A normalisation institute could be set up to contribute to standardised ac-

cess and aggregation.

End destination

A complete and easily usable mirror (with affiliated metadata) of every sig-

nificant data source in the world, available either real-time or with a time lag.

Relevant policies, organisations, activities:

e-IRG (http://www.e-
irg.eu/index.php?option=com_content&task=view&id=39&Itemid=38), ESF

(http://www.esf.org/), DG Information Society and Media

(http://ec.europa.eu/dgs/information _society/index_en.htm), DG JRC

(http://ec.europa.eu/dgs/jrc/index.cfm), DG Eurostat
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(http://www.ons.gov.uk/about/what-we-do/relationships-abroad/eurostat),
DG Internal Market, FP7+ (http://cordis.europa.eu/fp7/), OECD
(http://www.oecd.org/home/0,2987.en 2649 201185 1 1 1 1 1,00.html),

D4Science? (http://www.d4science.eu/)
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9 Aspects excluded from this Roadmap

A number of science data related activities have been excluded from this document on

the basis that (1) they provide the islands of capabilities and therefore (by definition)

are not infrastructure and (2) it is not at all clear that an infrastructure can be created to

support these activities, however this must be reviewed. Access methods have not

been discussed above because they are expected to be largely provided by GRID-type

capabilities, although clearly infrastructure such as persistent identifiers will play an

important role in access services.

The list of excluded topics is as follows:

Specific organisational budgets

Decisions of what to preserve i.e. appraisal — although clearly some co-

ordination would be useful
Specific domain software

Specific national legal aspects — although the ability to cope with a variety of

these must be built into the infrastructure.
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