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1 INTRODUCTION

The objective of this deliverable is to presentighHevel view of the design of the overall
componentCASPAR architecture. This design follows the Conceptualdel closely, with
additional input from the User Requirements anch8de Specifications)4101.

The architectural process does not follow a puréerial model but is being developed,
along with the Conceptual Model, in an iterativegass in which the phased implementation
influences both the Architecture and Conceptual &lods described in th€ASPAR
GuidelinegD1202].

This document provides the overall architecturegieshe key component model, and the
first level of detail in the class diagrams, inteds and specification of interactions.
Preliminary data elements, user interfaces, outudisother interfaces are also described.

The CASPAR Guidelines documenDf1203 points to the shared UML repository (used by
the Enterprise Architettool), where much greater detail, for everything Requirements,
Use Cases, Component design, Class diagrams toesoanle, is available.

The core of this deliverable is represented byf@hewing chapters:

Architecture Processdescribes the process to manage and control GASPAR
Architecture;

OAIS-based Desiguescribes an overview on OAIS-based systems, érteeomain
requirements o€CASPAR Architecture. In this chapter the responsibilittéseach OAIS
functional component are highlighted, consisterthutie OAIS Reference Model;

Key Preservation Components Use Cadescribes in more details "OAIS-based Use
Cases" and defines "Key Preservation Components Cklses" for theCASPAR
Architecture;

Key Preservation Components Descriptabgscribes how OAIS responsibilities and Key
Preservation Use Cases are satisfied @YSPAR Architecture Key Preservation
Components;

Furthermore, in order to provide the most completdormation for the
implementation phase, this deliverable addressefotlowing topics:

Implementation Guidelinedescribes some basic guidelines to be followedhdur
application development;

High Level Scenarioslescribes how the components work togeth€ASPAR;
Deploymenteports some example of deployment configuration.
The deliverable is completed by:

Referenceswhich provides a reading list used during the arafjon of this
deliverable.

Glossaryrepresents the important phase of fixing termigglencountered during
this first phase of thEASPAR Project.

1.1 HOW TO READ THIS DOCUMENT

! http://www.sparxsystems.com.au/
IST-2006-033572 PUBLIC  9/141
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This document assumes that the reader is familiarttve Open Archival Information
Systems (OAIS) Reference Model. It is also esskehtichave read th&€€ASPAR
Guidelines P1203 and theCASPAR Conceptual Model)120]. Some familiarity
with the CASPAR Description of Work PDoW] and some familiarity with UML
would be useful.

A high level view may be obtained from sectiongl37 and 8, while more details of
the components are to be found in sections 5 amohd, as noted above, full details
are available from the project’'s shared UML repwyitand its Web-based browsable
version — both described in tASPAR Guidelines P1203.

1.2 CASPAR ARCHITECTURE PAPERS

The CASPAR Consortium has produced and submitted some sidepdipers which contain
many topics analysed and described in this delblera

They represent an important result and referenteed@ASPAR WorkPackage 1300 Overall
Architecture. Other papers are planned or in pegjmar.

Id Y.Tzitzikas’2007
Author(s) Yannis Tzitzikas

Title  Dependency Management for the Preservation of &itsiformation

Digital Information Preservation; Representatiofiofmation Gap; Knowled¢

KeyWomlsManagement

18th International Conference on Database and ExXpgstems Application

ReferenceyExa'2007, Regensburg, Germany, September 2007

Id IBM'2007

Michael Factor, Dalit Naor, Simona Rabinov@shen, Leeat Ramati, Pe
Reshef, and Julian Satran

Author(s)

Title The Need for Preservation Aware Storage - AtilosPaper

KeywordsDigital Information Preservation; Preservation Ae/&torage

ACM SIGOPS Operating Systems Review, Special IssueFile and Stora(

ReferenCQSystems, Volume 41, Issue 1 (January 2007), pa@S1

The above submitted papers are attached in thendppef this deliverable.

IST-2006-033572 PUBLIC 10/141
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1.3 APPLICABLE DOCUMENTS AND REFERENCE DOCUMENTS

Applicable documents
[Al] Description of Work, April 2006
[A2] Risk Form

Reference documents

[R1] CASPAR proposal, Sept 2005

[DoW] CASPAR Description of Work

[D1101] D1101 Review of the State of the Art

[D1201] D2101CASPAR Conceptual Model

[D1202] D1202CASPAR Guidelines

[D4101] D4101 User Requirements and Scenario Specifications

1.4 GLOSSARY

[AX] Applicable Document

[RX] Reference Document

CASPAR Cultural, Artistic and Scientific knowledge for Bezvation, Access
and Retrieval

DowW Description of Work

EC European Commission

EPM Executive Project Management

IPC IP Coordinator

IST Information Society Technologies

PACP Partner Administrative Contact Point

PO Project Officer

PPR Project Progress Report

PQE Project Quality Engineer

PTCP Partner Technical Contact Point

RegRep Registry/Repository

R&D Research and Development

SQE Stream Quality Engineer

ST Stream

TN Technical Note

WP Work Package

WPL Work Package Leaders
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2 THE ARCHITECTURE PROCESS

Design and programming are human activities; fortpeit and all is lost.
[Bjarne Stroustrup, 1991]

According to many references in the technical ditere (see section 9), an
architecture is a description (sometime termed hbstraction) of the run-time
elements of a software system. That architecture tbadescribe and justify how
requirements and needs are satisfied.

The Architecture should flow from a Conceptual Mioglbich has captured solutions
to user as well as functional and non-functiongureements which come from many
sources. In the case of the CASPAR Conceptual MtaelOAIS Reference Model
provides such requirements as well as a large nuafbeportant concepts.

The Architecture has to identify parts of the saftev system, commonly called
software components, each having specific respiitisi®, which work together in
order to produce the expected results and prowigeréquired functionality. The
description comprises the details of the softwammmonents including their
externally visible properties and the relationstipsveen them.

The CASPAR Overall Component Architecture and Component Masla@lescribed
using the Unified Modelling Language (UML), a stamdl defined by the Object
Management Group (OMG - sk#p://www.uml.org].

UML, version 2.1.1 at the time of writing, provides framework to model and
formalise specifications for application structuleshaviour, architecture, business
process and data structures.

Along with the Meta Object Facility (MOF), UML prades a key foundation for
Model-Driven Architecture (MDA), which attempts fwrovide a way to unify all
aspects of development and integration from busine@sodelling, through
architectural and application modelling, to devetemt, deployment, maintenance,
and evolution.

While not a panacea, MDA does provide us with ¢ertevel of independence from
the current implementation specifics; tools canegate much of the code to suit other
programming languages and other support frameworks.

There are a number of other general features whéhrequire from the Architecture, much of
which is now quite standard software developmettiriEue. For example we aim to have

a clear definitions of the interfaces involved —iebhcan then be implemented in a
variety of ways (as with MDA).

0 This is an advantage from the point of view of prgation because we are
then not tied to a specific implementation, or #jpecprogramming
languages, which would otherwise need to be maiethover time.

loose-coupling of components — which allows a gfieatbility of deployment.

o From a preservation point of view this means thatwe not reliant on a rigid
structure which must be maintained over time.
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no central point of failure

o from a preservation point of view makes sense bmrao single institution
can be relied on in the long term. In particulae @ASPAR project will
certainly not itself exist over the long term.

The development process, as discussed in the CASRA#Relines P1203, does not follow

a pure waterfall model but is an iterative procegisere lessons learned during one
implementation cycle affect the set of requiremevhigch in turn influences the Architecture
and hence the next implementation cycle.

E E [ a—
— I_ I Impact Analyais
Concretisation LSO l I r i
:". =D COncres = ) & %g@'i
= & Archnecture Dcph:lmnﬂ -! = Maintenance [
3

Coding
Impacts

System E"B 1

Design = Series of &
Competing Implementations Versioning
Architeciure

Figure 1 : From System Design to Versioning

For that reason it is important that we have a pubtbf tracing the link between the
requirements and the architectural components.

Enterprise Architect, the tool adopted @ASPAR for the modelling activities (i.e. mainly
WP1200CASPAR methodology and models and WP1300 Overall Architedt allows the
management of the relationships between Requireméctors, Use Cases, Class Diagrams
and Component Diagrams.

INPUT QUTPUT

. e,
Requi rements . T e
[["FL - Do this || I!- se Case x

"Rz - Do that
*R3 - Do other

TserReqgs. txt
Actor X

UseCaseictor. mdl

Regquirement Traceament

Regs | Reference Priority | Actox Use Case Model
Rl UserReqs. txt | #*+* Actor X | Use Case X | UseCascActorX.mdl
RZ UserBegs. txt | **

Figure 2 : Requirements - Use Cases Traceability
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packags
. Uze Casze x
Cla== X
II = pIepaIty ¥
+ operation £
Actor x

UseCaseActord, mdl ClassDhiagram, mdl

Regquirement Traceament
Class Hodel

Rey | Reference Priority | Actor Use Case | Model

El UserRegs.txt | %%% Bctor X | Use Case X T=eCazelctorX.mdl | package.Clas=X Clas=Diagrami.mdl

B2 UserBegs_tut | **

Figure 3 :Use Case - Classes/Components Tracealyilit
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3 HIGH LEVEL SCENARIOS

The following scenarios should help

to provide aerall view of the use of thEASPAR

components. These are actually a single scenawed in increasing detail, using OAIS and

[D1202 terminology.

3.1 SIMPLEST SCENARIO VIEW

At the most basic level the scenario consists @fdiiowing steps:

someone or something (Producer in OAIS terminologsgates some digitally

encoded information

the digital object is stored somewhere — an OASige or repository - which takes
care of it and in particular ensures that the mi@tion which is encoded in the bits

remains understandable (to a

defined Designated@mrity) over the long term

at various points in time users (Consumer in OA&l$ninology) request the data and

try to use it.

3.2 INTERMEDIATE LEVEL SCEN

ARIO VIEW

Looking at the next level of detail, we can breakvd these steps and describe where

CASPAR is relevant.

ACTIVITY

CASPAR involvement

1: some digital object is created — let
for the sake of clarity assume this is 8
piece of data from a scientific
instrument

ub principle the creation of the data does not imeo
| CASPAR infrastructure, however increasingly the
data capture integrates the capture of metadat#
that is the case théDASPAR techniques come in t

play.

and

2: the data is deposited in an archive
long term preservation, for a specifiec
Designated Community

fdm order to be deposited in an archive some prior
| arrangements presumably will have been made,
which the appropriate Representation Informatior

and the other OAIS related information will need
be created.

CASPAR tools will help in this process. For
example

the Replinfo Toolbox will guide the creatio
of Representation Information

a ReplinfoLabel may be created,
pointing to existing applicable

Representation Information in a
Registry/Repository known to the user
or recommended by the archive

new Repinfo may be created using a
number of tools, for example

a bit level description may be
created

the meanings associated with

the numbers can be captured
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and a new data dictionary
created, perhaps associated w
a discipline ontology

a view of sections of the data 3
a table may be created with th
Virtualisation toolkit

the relationship of the various
component parts of the data
product can be described

All this Representation Information may be packe
with the data and/or some or all of it may be
deposited in a Registry/Repository and the CPID
packed with the data or its RepinfoLabel.

of Provenance, Fixity, Reference and
also Context. The appropriate evidend
for to support the authenticity of the

data may be captured as part of this.

the DRM tools will enable the rights tg
be described in a preservable way

3: The archive creates an Archival
Information Package and collects the
appropriate (perhaps quite dataset
specific) data management informatid
to assist its internal management and
external Finding Aids etc.

The CASPAR Packaging tools help to create the
AIP, either as a single file or a logical object;, f
example a manifest which points to the various A
rcomponents. The Representation Information mg
be packaged with the data or a Registry/Repositd
may be referenced. In any case we assume that
AIP contains a pointer to further Representation
Information.

If the piece of data is part of a larger data @idan
the Collection Information is collected.

The AIP is stored in the Preservation Data Store
(PDS), which maintains the integrity and technica
Provenance of the data over time. Appropriate
preservation policies and data virtualisation
techniques are used.

4: Over time various preservation
actions must be taken

a. the data is passed fror
one hardware/software

system within the archive

nThe PDS virtualisation techniques support chang
in hardware. The Orchestration manager may pla
role by distributing alerts about obsolescence of
hardware.

Changes in software systems are assisted by bei
able to pass on the preservation policies to the ng
systems.

1%

1Y

the PDI toolbox will help in the capture

ith

AS

P

ry
the

1)

S
ya

9%

b. it is passed from one
archive to another, in a chair]

of preservations

The CASPAR AIP structures, collection

descriptions, PDS namespace virtualisation and
preservation policy descriptions support the hamd
on of the whole collection.

in

The Orchestration manager may have played a r

e
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here in “match-making”, allowing the original
archive to alert others that it needed to handon i
holdings.

C. it is migrated from one

format to another

The Orchestration Manager may, for example,
distribute alerts about obsolescence of formats fa
particular Designated Communities.

The Representation Information may be used in
generic applications to migrate from the initial
format to another.

Alternatively if special applications are used then
the Representation Information for the new formg
must be created and pointed to by the ReplnfolLg

d. evidence of its
authenticity is accumulated,
as is other Provenance

information

Technical provenance e.g. about copying or mov
will be recorded by the PDS.

Other evidence supporting authenticity will be
integrated using thEASPAR authenticity tools.

additional
Representation Information i
accumulated as the
knowledge base of the
Designated Community
changes

The Orchestration component allows sharing of
sinformation about changes in the knowledge bas
various designated communities. The Replinfo G4
Manager may determine the implied need for yet
other Replinfo.

People who have indicated their expertise in a
particular area may be requested to create the
required Replnfo.

5: At some point a user - let us assun
for simplicity s/he is a member, in the
sense of having the appropriate
knowledge base, of the Designated
Community — requests a copy of the
data:

é he current archive will no doubt have its own
access system, but this may be supplemented by
CASPAR Access component to allow additional
sophisticated querying to locate data.

a. the appropriate Access
Controls and Rights
Management is checked

The DRM information will have been migrated ov
time and will be used to match the current Rights
Management environment.

6: On receipt of a copy of the data, th

user wishes to examine it in a scientifichanged significantly since the time the data was

application

eScientific applications will almost certainly have

originally collected and analysed.

The data may have been migrated over time to s
format suitable for the current favourite tool bét
Designated Community. This would allow display
and manipulation. The associated Data Dictionar
and ontologies would provide the meaning
associated with each number within the data obje

Alternatively the Representation Information may,
consist simply of a document describing the way
which the information is encoded, including the
meaning and relationships between the data
elements. In this case the user would have toere

=

t
bel.

ng

v

AP

the

bme

es

2Ct.

in

at

appropriate software, based on the document.
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Midway between these extremes is Representatipn
Information which captures the data description
using a formal language, or set of languageshitn
case the associated interpreters could be used tg
extract, for example, numbers or whole images or
tables from the data and these could be used in the
application. For example an application which degls
with Tables may recognise from the Representation
Information that there is a virtualisation desddpt
which allows the data to be looked at as a table
application could then take this virtualisation and
look at those tabular aspects of the data.

—
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4 OAIS-BASED DESIGN

The OAIS Reference Model is, by its own admissioot a design, nevertheless it
provides a number of models (Functional, InfornmatiData Flow) on which we can
build in order to produce some of the fundamengésigh concepts (classes in Object-
Oriented terminology) for theASPAR Architecture.

Putting together aspects of the OAIS data flow diags, the typical Digital
Preservation scenario underlying the OAIS Referdvioeel (OAIS), together with
related activities, which have to be performed rdeo to preserve digital heritage
object for a long term may be summarised in thoseegs (see also Figure 5):

1. SelectContent Objectsto be preserved over the long term;

2. Add Information in order to support Objects maintenance (e.gsfommation). That
may be done in 3 ways:

o Add Information manually
o Add Information by using a "wizard"
o Add Information automatically extracted from Obgect
3. Create Submission Information Packa§éP)
4. Import/Ingest SIP. Ingestion includes the followih@ctivities:
o Check data completeness;
o Check formal correctness;

o Transform one or more SIPs into Archival Informati®ackageAIP),
including;

1. Representation Information
2. Preservation Description Information
3. Packaging Information
4. Descriptive Information
5. Store AIP in théArchival Storage System;
Transfer Descriptive Information into tiEta ManagementSystem;

7. AIP and relative Information are accessed via Arehbtorage and Data
Management System;

8. AIP and relative Information are delivered as Disgmtion Packagel(|P) via
AccessSystem.

OAIS defines 6 "functional components" and 3 maitoes for a Preservation System:

o

Functional Components

IST-2006-033572 PUBLIC 19/141
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Figure 4 OAIS Functional Model

1. Ingest

2. Access

3. Archival Storage

4. Data Management

5. Administration

6. Preservation Planning
Main Actors

1. Producer

2. Management/Administrator
3. Consumer

In this section the main responsibilities of the ISA-unctional Entities are described. More
details of specialised aspects are provided inesplEnt sections, in particular for Archival
Storage (see section 6.5) and Access (see sec8pnTBe section on Packaging (see section
6.10) describes a number of concepts used throtighewther components, while sections
6.1 and 6.3 provide details of the infrastructuoenponents described in the Conceptual
Model.

The flow of Information Packages (IPs) through @&IS is shown in Figure 5 as a UML
process diagram which highlights the processingRsf as they pass from producer to
consumer. In summary, a SIP is constructed by tioglleer, from Data and Information
Objects, this is validated and delivered to thehire for Ingest. At the point of Ingest the
SIPs are received, they may need to be bufferedexodder into the correct sequence as a
Set of SIPs. The Set of SIPs will be transformeddwestruct an AlP, at this point additional
Information Objects such as PDI and Repinfo magdded. The newly constructed AIP will
be validated for completeness and stored for loggntpreservation. At the point of
Dissemination a consumer will make some requeséedeive a DIP. The appropriate AIPs
will need to be retrieved from storage and tramafad into the required DIP. The DIP should
ideally be validated for correct structure and eahfand then delivered to the consumer.
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Figure 5 OAIS Process View
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4.1 OAIS FUNCTIONAL MODEL

Each of the Functional Entities is described imjturote that these are “logical” entities and
need not be implemented as single components.

4.1.1 Ingest

The OAIS entity that contains the services and tiomg that accept Submission
Information Packages from Producers, prepares Arghinformation Packages for
storage, and ensures that Archival Information Raygs and their supporting
Descriptive Information become established withim ©AIS.

Ingest has the following responsibilities:

Accept SIP submitted by producer

o Receive SIP
o Perform quality assurance on SIP

Prepare contents for storage and management wit&iArchive

o Generate AIP compliant with Archive Data Formattargl Documentation
Standard

o Extract Descriptive Information from AIP for inclias in the archive
database

o Coordinate updates to Archival Storage and Datadgament

4.1.2 Access

The OAIS entity that contains the services andtioms which make the archival
information holdings and related services visildeZtonsumers.

Access has the following responsibilities:

Query Processing
o Forward request to Data Management
o Response Presentation (Result Set)
Retrieval and Delivery of requested content asR DI
o Forward to Archival Storage
Perform any necessary transformations (suitabl®issemination)
Security and Access Control

4.1.3 Archival Storage

The OAIS entity that contains the services andtioms used for the storage and
retrieval of Archival Information Packages.

Archival Storage has the following responsibilities

Storage of AIP
o Receive AIP
o Add AIP to Permanent Storage
o Manage storage hierarchy

IST-2006-033572 PUBLIC 221141 @,
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Maintenance of AIP
o Refresh media on which archive holdings are stored
o Perform routine and special error checking
o Provide disaster recovery capabilities
Retrieval of AIP
o Provide AIP to Access to fulfil orders

CASp, 4@

¢

4.1.4 Data Management

The OAIS entity that contains the services andtioims for populating, maintaining,
and accessing a wide variety of information. Soxeargles of this information are
catalogues and inventories on what may be retriefiean Archival Storage,
processing algorithms that may be run on retriedath, Consumer access statistics,
Consumer billing, Event Based Orders, security st and OAIS schedules,
policies, and procedures.

Data Management has the following responsibilities:

to populate the Descriptive Information, which iti#es and documents archive
holdings, and Administrative Data, used to managearchive

to maintain the Descriptive Information and Admirasion Data

o Update DBs as new information arrives or existimgimation is modified or
deleted

to access the Descriptive Information and Admiaittdn Data
o Perform queries on DBs

o Generate Reports in response to requests from fathetional components
within OAIS

4.1.5 Administration

The OAIS entity that contains the services and tiome needed to control the
operation of the other OAIS functional entitieseoday-to-day basis.

Administration has the following responsibilities:

Overall Archive Administration:
o Solicit and negotiate submission agreements witltlfRrers
o Audit submission to ensure they meet archive stalsda
o Maintain configuration management of system hw amd
o Provide system engineering functions to:
Monitor and improve archive operations
Inventory content of the archive
Report on content of the archive
Migrate/update content of the archive
o Establish and Maintain archive standards and gdlici
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4.1.6 Preservation Planning

An identified group of potential Consumers who #hdoe able to understand a
particular set of information is responsible for ppang out a preservation strategy.
The Designated Community may be composed of neultggr communities.

Preservation Planning has the following respontisst

Monitoring OAIS Environment

Detect Changes Impacts in Designated Community KB

Mapping out Preservation Strategy

Provide recommendations to ensure information resnaccessible and
understandable to Designated Community

Figure 6 indicates one way in whi€lASPAR Key Preservation Components may be used
within a repository, mapping to the OAIS Functiohaldel. The Key Components are
described in detail in the next sections of thisudoent.

Producer

Representation
Infor metion Toolbox

L

¥

Wirtuzlisation

STORAGE N
i

Preserwvstion
DataStore

ADMINISTRATION

Data Access
Manager and
Security

---------- == Digital Right=Manager

Adrministrator

cmp QAISn-CASPAR T
ACCESS
INGEST PRESERVATION FLANNING |
Futhenti city Preservation
Managament Orchestration
Manager
Finding#ids
DATA MANAGEMENT === === mmmmmmmmmo oo oo =l HnowledgeManager -
Packaging :
""" E Registry

k2

Consumer

Figure 6 — lllustration of a possible mapping of @SPAR Key Components onto the
OAIS Functional Model
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4.2 OAIS INFORMATION MODEL

The Information Model in OAIS may be taken and tbkowing more detailed UML class
diagram may be drawn in order to show some rathaei@l operations, such as get/put for
sub-components, In other words one knows that gamernformation Object one must be
able to obtain (1) the Data Object as well as [(2) dssociated Representation Information,
and thus we can add the appropriate methods tmtbenation Object class. Given the very
general nature of an Information Object, it is vleayd to have any other general methods.

The Representation Information (Replinfo) class special type of Information Object and
we show a number of other methods which indicatieirtner level of analysis which is
possible, and which is discussed in sections S%and

class objects 7

«interfaces
InfarmafionObject

wproperty gets Replnfo iz a type of
+  getlztz Ofect()  Data Ofyect(] e InformationObject
+  getRepiniol) : mfomation Oject]}

wproperty et
+  setOaiz Oiech] © void

+  setReairfof o uoid
interpretedlsing
sinterfaces 1
Realrfa

getlzta )  DetaHandler
getDesedotion) : Sifrg
gretlime () - ROk

getiahel( : Rilahel
getlahelAzStean ] @ hout Steas
getfne Thoe ] @ Stirg
getlizge) @ Sdeg

getPath () Shhing

aetFi) - RiFd

getRenirii0) - Repiiil

et Tupe (1 0 Shirg

et Versfon () - Shimg

islabel!]  hoolean

a3 reRendto () void
setlesvriabion (Shirg) o woid
setlm (Shimg) - woid
setiabelShimg)  void
setlfre Thoe (Sinmg) © void
seifiame(Sidrg) © void

sedPai (Shirg) - woid

aproperty gets

+  getDatz Ohfect] © Datz Clyfect]
+  getRegiiol  ffomation Oiect]

wproperty sets

4 getDataOiyect( - uoid
+  setfepinfol) : woid
1
1

zinterfaces
Dzfa0bject

:Pmped." getes interpretedising
etigital Diect) © Digita! Offiect}

+  getPhysica! Olyect] @ Physical Oiact}
wproperty setw

+  setlipital Owect) o woid

+  setPhysica! Oiect © woid

i
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Phy sicalObject DigitalObject

L

5

«interfaces
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Figure 7 - Details for Information Model in OAIS: Representation Information
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5 KEY PRESERVATION COMPONENTS USE CASES

The Infrastructure Components diagram, which isudised in the Conceptual Model, is
reproduced here for convenience. These componagitgete the sharing of the effort needed
to preserve digitally encoded information over kbieg term. Note thaCASPAR does not
aim to produce a general turnkey archive system.

id Architecture

Orchestration manager STRAWMAN ARCHITECTURE FOR GASPAR SHOWING HIGHEST LEVEL PRESERVATION COMPONENTS.
The orchestration

manager pidks up
information from others|
Smostly other data
preservers) and then
send out alerts bassd

Sén
=t config info en that information.
Knowledge manager

“something”
needs to be
done

NOTE THAT THIS DIAGRAM OMITS PDI, DRM, ACCESS CONTROL ETC

The Knowledge

Get waming of thange Warn of implied change manager does many
things - this case is the
most basis - to figure
‘out implications of

o— changes.

Provides warnings of "

changes - hardware

and software, as well &

changes in the

Get Al Register for alert b Frovide sdditional Repinfo

Community(ies). ) Data Preservers The mest basic
provide the higher functions of the:
level knowledge e.g Registry (actually a

| medeWammgO\‘"hsn ontologies system of Registries) -
get and put Repinfo

™

Q —O Frovide knowledge™

Registry
Frovide sdditional Repinfo Get additional Repinfo
Data Freserver uses the Replnfo toolbox to creste Replnfo
Data halder 5nd then submits it to the Registry. The Repinfo toolbox
C:eatsﬂs o should have a frontend which gives access to individual
Data preserver tools - from the bit level upwards. Provide/Bepinfo

E % RepinfoToolbox
Registry Manager
O

CreateRepinfo

This indicates the mast basic
properties of the Persistent
Storage - get data and get
Repinfo

Should also suppor distributed,
relocatable, mansged, vastly
scaleable, dsta storsge.

Wonitor Designated Community(ies)

The changes in the
Designated
Communityfies) are
menitored by thase
responsible for the

presenvation of the T ————
data. These changes| Persistent storage system/
are fransmitted, vis
the Orchestratin Gat Replnfo Frovide Replnfo
mansger, o the
Knowledge ——
manager, which then| Use applicstion Frovide application ]|
calculates some Designated A Gt ‘S\ P’ge i)
implied further Community - example
changes

LokateData LocafeData

"

| |
]

FindingAid indingAi
is used by the user

1o locate
relevant data - likely to
be discipline specific.

Figure 8 Infrastructure Components

Use Cases for these components are describedoyeadiopting the following template table.
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Use Case Name

Use case name - it identifies univocally the us®eaa the project

Actors

List of all actors that are involved in the useecas

Generalisation
of

Is the use case generalisation of some other s dayes, the name
specified.

Specialisation of

Is the use case specialisation of some other use?dh yes, the name
specified.

Contains

The use case can contain some other use cases

Preconditions

What are conditions needed that use case coulérfermed?

Postconditions

What conditions we get after the use case is done?

Description Describe the use case as much as possible

Scenario Give detailed scenario how the use case is executed

Example Provide a sample for the described scenario

Alternative Same for an alternative scenario, if any. Createmasly as neede
Scenario alternative scenario row.
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5.1 REGISTRY USE CASES
/

uc Registry Usage /

View Registry Traceability The contents of the Registry  /Repository are to be preserved as per
OAIS .

Registry /

% % I———— Create Replinfo
T \ et watch on Replnfo
er

Data holder Data preserv N~
(from Actors) (frowAtors)

Modify ReplInfo

otify about changes
to Replinfo

Search for Repinfo

Search for
migration/
transformation
services

Register Replnfo

Manage Registry
Get migration

_
Registry Manag\

(from Actors)

service

Approve Repinfo

% Get Replinfo
I

Data user

(from Actors)

5.1.1 Approve Repinfo

Use Case: Approve Representation Information which has besgistered with the
Registry/Repository (RegRep) system

Pre-condition: | User has registered Repinfo and an associated,ibpossicomplete,
RepinfoLabel, which has been marked as "prelimihary

Administrator has satisfied himself that the Replisf OK

Description:
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Administrator authenticates himself with the RegRggtem
Administrator selects the Repinfo

Administrator marks the Replinfo as "approved". Nzt this approval ca
only be a recommendation. Repinfo which is corregt not approved
should remain accessible.

=}

Post- RegRep keep a log of the transactions
condition:

Original submitter is notified
Exceptions: Administrator cannot be authenticated
Variations:

Multiple Replinfo sets are approved
Repinfo can only be accessed by authorised users

5.1.2 Get Repinfo

Use Case:

Given a (Persistent) Identifier pointing to someoRé&

Pre-condition:

User has a PersistentlD associated with some datajith some other
Replinfo

Description: User enters the PersistentlD in the appropriateastfucture to send |a
request to the RegRep. User receives response tlienRegRep which
contains the Replinfo and an associated ReplinfoLabel

Post- Log is kept at the RegRep

condition:

Exceptions: PersistentID is not recognised by the RegRep system

Variations: Multiple PersistentID are sent. Repinfo can onlyalbeessed by authorised

14

users

5.1.3 Modify Replinfo

Use Case:

Modify some existing Replinfo - create new versiah.versions should be
accessible by root (logical) Identifier.

Pre-condition:

User has prepared Repinfo update and an associgteskibly still
incomplete, RepinfoLabel

1%

Description: User authenticates himself with the RegRep systBiBLUDES use casg
where user registers for the first time with thegRep system. User submits
the PersistentID and the updated Repinfo and tliated RepinfoLabel.
RegRep system returns a PersistentlD associatbdhetReplinfo

Post-' ' RegRep keep a log of the transactions. RegRepsstivecupdated Repinfo

condition: as a new version with associated ownership details

Exceptions: User cannot be authenticated. PersistentiD doesexist in the RegRep
system

Variations: User is not allowed to update Replinfo. RepinfoLabelot valid.

14

Multiple Replinfo sets are sent. Repinfo can onlyabeessed by authorised
users
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5.1.4 Notify about changes to Replnfo

Use Case:

Notification is sent about changes in Represeniatioformation to
registered users

Pre-condition:

User has registered to be notified about changBepinfo

Description: Replnfo is altered. RegRep system sends notificatioall users who havi
registered to be notified

Post- RegRep keep a log of the transactions

condition:

Exceptions: User cannot be contacted. User is no longer regteiith the RegRe
System. The associated DRM forbids notificatiobecsent

Variations: Notification may be requested for changes in otiypes of info in the

RegRep

5.1.5 Register Repinfo

Use Case:

Register Representation Information with the Reg&egpem

Pre-condition:

User has prepared Repinfo and an associated, possibomplete,
ReplinfoLabel

(=)

OJ

Description: User authenticates himself with the RegRep system.
INCLUDES use case where user registers for thetfire with the RegRej
system.
User submits the Replinfo and the RepinfoLabel. Wsy propose an ID.
RegRep system returns a PersistentlD associatadvatRepinfo

Post- RegRep keep a log of the transactions. RegRepsstbee Repinfo with

condition: associated ownership details

Exceptions: User cannot be authenticated. User is not allowedld@posit Replinfo
RepinfoLabel is not valid

Variations: Multiple Replinfo sets are sent. Repinfo can onlyabeessed by authorisg

users. User specifies who is allowed to modify thkepinfo and

D
o

vl

ReplinfoLabel

5.1.6 Search for Replinfo

Use Case:

Search for Representation Information in the RegRep

Pre-condition:

User is preparing Repinfo for some data (s)he hdBefore creating &
particular type of Replinfo, e.g. Structure, Sen@mtiSoftware etc, (s)h
searches to see whether or not some appropriatefRdyas already bee
registered with the RegRep system.

S5 D~

Description:

User enters search criteria into the RegRep systemuld involved any of
the classification schemes or data models useblébiRégRep.

User system may first interrogate RegRep systemafiplicable searc
criteria e.g. classification schemes etc.

RegRep responds with list of RegRep entries whiatisfy the searct
criteria.

User selects appropriate Replinfo item or returriagk (1) with new criterig
or decides that no appropriate Repinfo exists

Post-

Log is kept at the RegRep of the search
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condition:
Exceptions: Search criteria are not recognised by the RegReprsy
Variations: Replinfo can only be accessed by authorised users
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5.2 KNOWLEDGE MANAGER USE CASES

As noted in P120] Knowledge Management techniques are used thraiighe CASPAR
system, much of it behind the scenes. The Use Ghs®se here address two aspects of this

(1) the high level Use Cases to address the Re@afws which arise as the knowledge base
of the Designated Community changes and

(2) some low level Use Cases which support (1) mady other applications which are not
shown in detail in this document

5.2.1 High level use cases

5.2.1.1 Replinfo Gaps

As the Knowledge Base of a Designated Communitye@feer we use the term DC for short)
changes over time, or else the definition of a D@anges, there will arise “gaps” in the
required Representation Information, for exampleaose things which were common
knowledge among the DC are no longer common knaydeldeaving such “gaps” to develop
would mean that the digitally encoded informatioowad become unintelligible over time.

The Knowledge Base of a DC must somehow be capt@ed way to do this is to adopt the
notion of DCProfiles as described below. The cquoesling use case diagram follows.

The notions of DCProfile and of Replnfo Gap werdduced in P120], the Conceptual
Model, and a more formal definition is available[4tTzitzikas’2007]. That paper can be
construed as part of this deliverable.

In what follows we use “Knowledge/RI” as a genetem, but in order to focus on the
specific type of gaps we are addressing, the templiRo is used in the Use Case
descriptions.

uz Knowvdedge Gaps
krnowdedge Gaps
I i o Request Missing
nge erusst R ----------ooio oot
d 9 A KnowdedgerR
D=tz holder L ik N
wincludes wincludes
fos Actors) L
Select OC Profile Campute Missing
Krnowdedge/R|
S =7
wincludes wincludes
o 5 i Deliver Missing
eliver Request p---------------c---o-noon
i EERER KnowdedgerR
Consurmer
o Actors)

5.2.1.2 Ingest Request

Use Case Ingest request

Actors Data holder

Generalisation | None
of

Specialisation | None
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of

Contains

Request Missing Replinfo, Select DC Profile

Preconditions

Postconditions

Description 1/ The actor asks the ingestion of the desiredaibj
2/ UC: Select DC Profile
3/ UC: Compute Missing Replinfo
4/ If the result of 3/ is not empty then UC: Regudssing Repinfo
Scenario
Example 1) Useru wants to ingest an objeat
2) He selects the corresponding DC profile
3) If the Repinfo information of the object is not kmo by the selected DC
profile, the creation of the missing Repinfo moduell be requested.
Alternative
scenario

5.2.1.3 Deliver

Request

Use Case Deliver request
Actors Consumer
Generalisation | none
of
Specialisation | none
of
Contains Select DC Profile, Deliver missing Repinfo

Preconditions

Postconditions

Description | The missing knowledge is delivered to the user
Scenario 1/ The actor asks the delivery of the desiredaibje
2/ UC: Select DC Profile
3/ UC: Compute missing knowledge
4/ if the result of 3/ is not empty then UC: Deliwdissing Repinfo
Example 1) Useru wants to get an objeot
2) The user select his DC profile(s)
3) The system compute the missing modules (thosgireel for the
intelligibility of o) and delivers them to the user.
Alternative
scenario

5.2.1.4 Compute Missing Repinfo

Use Case

Compute Missing Replinfo

Actors

Generalisation

none
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of
Specialisation | none

of
Contains none

Preconditions

One or more DC Profiles have been selected andon®re objects hav
been selected

D

Postconditions

Description | The system computes the missing knowledge. In ,brileé missing
knowledge is the difference between the whole $dRapinfo needed to
understand the data object to be preserved andRémnfo that it is
assumed known by the selected profile. More detits available in a
separate document.

Scenario
Example
Alternative

scenario

5.2.1.5 Select DC Profile

Use Case Select DC Profile
Actors Data holder, Consumer
Generalisation | None
of
Specialisation | None
of
Contains None

Preconditions

Postconditions

Description | A list of all profiles will be provided and the useill select the desired
ones.
Scenario 1/ The set of all recorded DC profiles are listed
2/ The actor selects the desired ones.
Example
Alternative
scenario

5.2.1.6 Request missing Replinfo

Use Case Request missing Repinfo
Actors
Generalisation | None
of
Specialisation | None
of
Contains Compute Missing Replinfo
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Preconditions | The result of UC: Compute Missing Replinfo is nofpéym
Postconditions
Description
Scenario The actor is asked to create the missing Replnfoatigling it to the
Registry.
Example
Alternative
scenario
5.2.1.7 Deliver missing Replnfo
Use Case Deliver missing Repinfo
Actors
Generalisation | none
of
Specialisation | none
of
Contains Compute Missing Replinfo

Preconditions

The result of UC: Compute Missing Replinfo is notfpéyn

Postconditions

Description

The actor is given the missing Replnfo.

Scenario

Example

Alternative
scenario

5.2.1.8 DC Profiles management

uc Manzaging OC Knowledge Profiles /

/_ﬁ_ﬁ_—
il SR
Desigratad Enmm PR

Manzaging OC Knowdedge Profiles /

Define Profile

/

Update Profile

_____

wincludew

~raincludes

‘-\_\

Select OC Profile

P
Delete Profile
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5.2.1.9 Define Profile

Use Case Define profile
Actors Designated Community (DC)
Generalisation | none
of
Specialisation | none
of
Contains None

Preconditions

The actor has the access rights to define a Dfilgaro

Postconditions

A new profile for a specific DC will be created

Description | Each profile will be associated with a set of inses of the clas
Representation Information. A user can define dilprdby getting a list
from the registry and then selecting the desirethehts.

Scenario

Example A new DC community appears.
Alternative

scenario

5.2.1.10 Update profile

Use Case Update Profile
Actors Designated community
Generalisation | None
of
Specialisation | None
of
Contains Select DC Profile

Preconditions

The actor has the access rights to define a Dfilgaro

Postconditions

The updated DC profile is now stored.

Description | An existing profile of a DC will be updated
Scenario The actor deletes or adds elements to the selpovéite.
Example

Alternative
scenario

5.2.1.11 Delete

profile

Use Case Delete profile
Actors Designated community
Generalisation | None
of
Specialisation | None
of
Contains Select DC Profile

Preconditions

The actor has the access rights to delete a Diepro
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Postconditions | The selected profile is deleted.

Description | An existing profile of a DC will be deleted.

Scenario

Example

Alternative
scenario

5.2.2 Low level use cases

5.2.2.1 Core Ontology Management Use Cases

uz Ontology Repository Core Uses Cases /

Ontology Repository Core Use Cases /

Import Metadata

Create Metadata
Record

Delste Matadsts |

Update Ortology

Registry

B

«includex

Irmport Orital gy /j.'
«includex

e Select Ortology
wincludes  wincludes

Remowve Ontology

:7

S Update Ortology
- wertendn 57

Select External
Ortalogy

Record

westends e
5 «includes &

E

L wincludes Nincludes  gincludes

Find Objects by
GQuery using
Ortaol ogy

Select = Stored
Ortology

«includes

React to Ontology
IEnport/RemowvesUpdate

«includes

or «include»\lg
Edit Metadata Selact Objects o .
Record wincludes  yincludes
wincludes _ wincluden
Export Metadata ';i

Record
Browse a Stored Expart = Stored

Ortology

Select Metadata
Records

sincludes =

Oritology

< “gincludes

Record

== Metadata Evalution

5.2.2.2 Browse a Stored Ontology

Use Case Browse a stored ontology
Actors No human actors (so far)
Generalisation | none
of
Specialisation | none
of
Contains Select a stored ontology

Preconditions

Postconditions

Description

A set of core services for navigating the graphanfontology should b

4]
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provided.
Scenario Another component could navigate through the gaf@En ontology
Example Some component is required to find some specibpgrties.
Alternative
scenario

5.2.2.3 Create

Metadata Record

Use Case Create Metadata Record
Actors No human actors (so far)
Generalisation | none
of
Specialisation | none
of
Contains Select ontology, Select objects

Preconditions

Postconditions

The KM repository will be updated with the new retoA message will bg
generated in case that the creation of the desietedata records could n
be performed.

%

A

Description | The actor selects the object(s) and then the ogiegde wants to use.
Scenario Several methods should be possible
* Import a file in the from of RDF-XML (see alsoQJ Import Metadata
Record)
* Use a Declarative Update Language
* Through a User Interface
Example Some component wants to describe some object(s)y usne or more
ontologies.
Alternative
scenario
5.2.2.4 Delete Metadata Record
Use Case Delete Metadata Record
Actors No human actors (so far)
Generalisation | none
of
Specialisation | none
of
Contains Select Metadata Records

Preconditions

The metadata record should already exist

Postconditions

The metadata record will be deleted. In casettteatmetadata record cou
not be deleted (for some reasons) the system ailbate a message.

Id

Description

A metadata record is deleted.

Scenario

1/ The Actor selects the desired metadata recddds Select Metadat
Records)

jS3)

IST-2006-033572

PUBLIC 38/141

6



Date:17-05-2007 CASPAR Overall Component Architecind Component Model qé' é
Project: CASPAR ) 8
Doc. Identifier: CASPARFN-D130101011 1 .
2/ The Actor requests their deletion.
4/ The System checks if this can be performed.
Example A component requires the deletion of a metadatardec
Alternative
scenario
5.2.2.5 Edit Metadata Record
Use Case Edit Metadata Record
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Select Metadata Records
Preconditions | The metadata record should already exist
Postconditions
Description
Scenario Indicative steps:
1/ The Actor selects the desired metadata recerts C: Select Metadata
Records)
2/ The Actor edits them (e.g. through an Ul)
3/ The System checks the validity of the requestedates. If valid the
ontology repository is updated.
Notes:
RUL could be used for the case where bulk metadptiates are
needed
Alternatively (only if the metadata record is natnoected to any
other records) one could first ask its deletion dreh create a new
one
Example
Alternative
scenario
5.2.2.6 Export Metadata Record
Use Case Export Metadata Record
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Select Metadata Records
Preconditions
Postconditions
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Description
Scenario 1/ The Actor selects the desired metadata recerts C: Select Metadata
Records)
2/ The selected metadata are exported in the dedibemat (e.g.
RDF/XML, TRIGG, ...)
Example Export a DIP.
Alternative
scenario

5.2.2.7 Export

a Stored Ontology

Use Case Export a Stored Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Select a Stored Ontology

Preconditions

Postconditions

Description
Scenario 1/ The Actor selects the desired Ontology
2/ The Actor selects the desired output format
3/ The System returns the selected Ontology irséthected format.
Example
Alternative
scenario

5.2.2.8 Find Objects by Query using Ontology

Use Case Find Objects by Query using Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Select a Stored Ontology

Preconditions

Postconditions

Description

Scenario

1%

The user selects an ontology (from the stored oraes) then (s)hg
formulates a query in order to find the desireceotsy.

Some ontologies may be associated with some prieedoqueries (wher
the user would have to provide only some parampeters

11°]

In addition, the user may want to store a query (tde has formulated.
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Example
Alternative
scenario
5.2.2.9 Import Metadata Record
Use Case Import Metadata Record
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Import Ontology

Preconditions

Postconditions

(U

Description | The metadata record could be an RDF/XML or TRI@aztm.
If the metadata record uses an ontology that istaved in the repository
then it should be fetched (to allow validation) atietn stored to th
repository.
Scenario
Example A SIP expressed in RDF/XML format.
Alternative
scenario

5.2.2.10 Import Ontology
Use Case Import Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Update Ontology Register, Select External Ontology

Preconditions

Postconditions

N

Description Imports an external ontology to the repository. sThé important for
validating the metadata that instantiate the ogtoldn addition, ever
ontologies should be preserved and curated.

The system should fetch, parse and check the sigissenantic validity of
the ontology before importing it to the repository.
Scenario
Example Import the CIDOC CRM.
Import an ontology allowing the description of stific workflows.
Alternative
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scenario

5.2.2.11 Metadata Evolution

Use Case Metadata Evolution
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains

Preconditions

Postconditions

=

=

O

Description
Scenario 1/ The Actor provides as input the two ontologisay O and O’ (may bot
stored at the repository).
2. If O’ is backwards compatible with O then nothar action is needed. |f
not, then a metadata migration program is needed.
3. If there is such a program (e.g. provided byatthority responsible fo
0) then it should be loaded and enacted.
4. If not, then the user should be able to definmigration plan (by
formulating mapping rules). A availability of a cparison function tha
computes the delta between these ontologies mapt h
5. The migration plan is enacted. The user canvdasther he wants t
keep stored of the old version of the metadata ¢ase thg
migration/transformation was lossy).
Example Metadata Migration (from one ontology to another. metadata with
respect to O should be expressed with respect to O'
Alternative
scenario

5.2.2.12 React to Ontology Import/Remove/Update

Use Case React to Ontology Import/Remove/Update
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains

Preconditions

Postconditions

Description

The goal is to preserve the information after angea Suppose a ne
version of an ontology emerges. This may corresgoradnew version of
metadata schema, a new version of a scientificatires (capturing DC'’s
knowledge), or a new Knowledge Base (ontology -taimses) modelling
some pieces of current real world knowledge. Thewladge Repository

“v:wé

IST-2006-033572

PUBLIC 427141

6



Date:17-05-2007
Project: CASPAR

Doc. Identifier: CASPARFN-D130101011 1

CASPAR Overall Component Architecind Component Model qé' &
I
v

v

should be updated to ensure that its contentspatated and preserved

Scenario

Example

Alternative
scenario

5.2.2.13 Remove Ontology

Use Case Remove Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Update Ontology Register, Select External Ontoldggact to Ontology

Import/Remove/Update

Preconditions

Postconditions

=)

Description If the ontology in instantiated or if there are @tlontologies (stored in th
repository) that reuse/extend some parts of thislogy, then the deletio
will not be allowed.

In case of deletion, ontology registry gets updated
Scenario
Example
Alternative
scenario

5.2.2.14 Select

External Ontology

Use Case Select External Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | Select Ontology
of
Contains

Preconditions

Postconditions

Description
Scenario The Actor provides the URI of the external ontology
(and may its representation in XML/RDF or in angetformat).
Example
Alternative
scenario
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5.2.2.15 Select Metadata Records

Use Case Select Metadata Records
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Select Objects

Preconditions

Postconditions

Description Involves selecting objects and ontologies
Scenario 1/ The user selects a set of objects (see UC: t3@lgects)
2/ The user selects some (or all) of the ontolothes the metadata of th
selected objects use
3/ The corresponding metadata are selected.
Example
Alternative
scenario

5.2.2.16 Select Objects

Use Case Select Objects
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains Find Objects By Query Using Ontology

Preconditions

Postconditions

Description

The selection of object may involve querying théotogy repository.

Scenario

Example

Alternative
scenario

5.2.2.17 Select Ontology

Use Case Select Ontology
Actors No human actors (so far)
Generalisation | Select a Stored Ontology, Select External Ontology
of
Specialisation | None
of
Contains None
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Preconditions

Postconditions

Description

For more details see “Select a Stored Ontology” aBdlect Externa
Ontology”

Scenario

Example

Alternative
scenario

5.2.2.18 Select a Stored Ontology

Use Case Select a Stored Ontology
Actors No human actors (so far)
Generalisation | None
of
Specialisation | Select Ontology
of
Contains None

Preconditions

Postconditions

Description | This Use Case should allow an actor to select @memore than one|
ontology that is stored in the repository.
The system could just return a list with all stooedologies.
Alternatively or additionally, the actor could ue Registry Ontology if
order to find the desired ontology (e.g. by browsihor by formulating 4
query).
Scenario
Example
Alternative
scenario

5.2.2.19 Update

Ontology Registry

Use Case Update Ontology Registry
Actors No human actors (so far)
Generalisation | None
of
Specialisation | None
of
Contains None

Preconditions

Postconditions

Description

The ontology repository will have a registry.
Whenever an ontology is imported, deleted, or wgtidlhe registry shoul

|®N

be updated.
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A special Registry Ontology could be used for désag the ontologies o

the repository. It may include information aboutsiening.

Scenario

Example

Alternative
scenario
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5.3 PRESERVATION ORCHESTRATION MANAGER USE CASES

The Preservation Orchestration Manager will provddaumber of notification/alert
services including:

alert repositories, which have registered approglgiaof the probable need to
take action to ensure the preservation of theidihgs. This action could
range from the need for migration to new formatsthe obsolescence of
hardware to the availability of relevant Represgotalnformation.

alert repositories that certain collections of dibobjects are in need of a new
host to ensure their long term preservation

alert registered experts who have the appropriaperése that additional
Representation Information needs to be creatediotga to in order to ensue
the continuing understandability of certain digitadncoded information

The alerts themselves are generated from informatioich have been submitted by
registered users (i.e. people), and also a Gamalyan

Not indicated explicitly here is the use of a usggistration service, the use cases for
which are provided in section 5.6.

This infrastructure must itself be persistent.

Figure 9 Orchestration manager use cases
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5.3.1 Register Interest

Use Case Register interest
Actors Data preserver
Generalisation | none
of
Specialisation | none
of
Contains none

Preconditions

Postconditions

Actor is registered with the Orchestration manageéth known interests
and area of expertise.

D

Description | A person registers with the Orchestration manaigéorming it of his/her
areas of interest, data holdings, hardware in use
Scenario The person registers, providing
Contact details
Identification/ authentication details
Areas of interest according to one or more clas#ifon schemes
Example
Alternative
scenario

5.3.2 Register

expertise

Use Case Register expertise
Name
Actors Person
Generalisation | none
of
Specialisation | none
of
Contains none

Preconditions

Postconditions

Person’s areas of expertise are registered wittbhestration manager

Description | A person registers, or if already registered thegsdin, with the
Orchestration manager.
He/she registers his/her areas of expertise, tilgsunder one or morg
classification schemes, and indicates his/her ngtiess to be contacted
generate Representation Information.
Scenario
Example
Alternative
scenario
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5.3.3 Contribute alert

Use Case Contribute Alert
Name
Actors Data Holder
Generalisation | none
of
Specialisation | none
of
Contains none

Preconditions

Postconditions

The Orchestration Manager hold information abowt #lert and will
attempt to match this to registered experts.

Description | The actor registers an alert according to one arened the classification
schemes which are available.
Scenario The actor becomes aware of some change in onerer aneas, for example
Hardware
Software
Environment e.g. some web site which is a comméereace
Knowledge base of a Designated Community
The actor identifies him/herself with the Orchestra Manager and then
registers these changes.
Example A person realises that a certain type of holog@phdrage will soon no
longer be commercially supported.
Alternative
scenario

5.3.4 Distribute alert

Use Case Distribute Alert
Name
Actors Data Holder
Generalisation | none
of
Specialisation | none
of
Contains none

Preconditions

An alert has been created, based on some warmingdregistered user

Postconditions

The alert has been distributed to appropriate geopl

Description

An alert is distributed to registered experts

Scenario

An alert has been contributed to the Orchestratianager and, if
necessary, approved.

The alert classification is compared to the ardasterest or expertise @
registered users.

The persons contacted are requested to take afgieogction, for example:

—h
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Migrate holdings to new media or formats
Create new Representation Information
Offer to take over the preservation of a particdiata collection

Example

Alternative
scenario

5.3.5 Respond to alert

Use Case Respond to alert
Name
Actors Data Holder
Generalisation | none
of
Specialisation | none
of
Contains none

Preconditions

An alert has been distributed to number of registersers

Postconditions

The response to the alert is distributed appragyiat

Description | One or more of people respond to an alert witrsalotion of the issue
Scenario An alert has been distributed.
One or more people respond with a resolution ofiskae. This resolutio
may come in many forms.
Example
Alternative
scenario
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5.4 REPRESENTATION INFORMATION TOOLS USE CASES

The Representation Information Toolbox guides ugais a collection of individual tools,
each of which creates a specific type of Represientdnformation. These latter tools will
consist of publicly available tools as well as ooemated by th€ASPAR project.

Use Case Create Representation Information
Name
Actors Data Preserver
Generalisation | N/A
of
Specialisation | N/A
of
Contains N/A

Preconditions

14

Data preserver has the ability to create Repregentiaformation about the
data object.

Postconditions

New Representation Information is created and bvélinade available. This
may be of the form of a number of description laaggs, or it may be that
at this particular time, only a straightforward ttebocument will fulfil the
need.

Description

New Representation Information is to be created| #e tool provides
assistance to the actor.

The Representation Information tool is an portairfrwhich any number g
other tools may be accessed.

=

Scenario

The Data Preserver knows, or has been alerted, stiaie additional
Representation Information is needed.

There are many types of Repinfo e.g. Structure,&béios, Software, et
and for each of these there are many possible afaysscribing it.

The Repinfo tools provide a number of hints andgssgons to the Dat|
Preserver, and acts as a portal to a number ofi@alalitools.

O

D

Example

D

FITS (a data format used in Astronomy) is beconuibgolete. The Dat
Preserver is informed of this and creates apprEpridepresentatio
Information.

=)

The tool suggests a number of different suggestfongxample:
what standards are involved and where can thepunedf?
Are simple objects such as “image” or “table” com¢a in a FITS file?
There are a number of tools for defining structure:
DRB is useful for describing data which is ....

0 EAST is useful for describing data which is .....
o DFDL is useful for ....
o Etc
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Based on these suggestions the Data Preserveesma or more of:
Structural Replnfo:

collecting the documents which define the FITS farm

a description of FITS using DRB
Semantic Information

the semantics of the keywords in the header whifine the World
Co-ordinate systems

a data dictionary for the standard FITS keywords

a data dictionary for the keywords used by a numbkrmajor
observatories

Software
collect JAVA software for reading FITS files
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5.5 PRESEVATION DATASTORE USE CASES

Today, more and more storage systems offload aeédafunctionality and structure-
awareness to the storage layer. Functions that wad&ionally carried out by the
application or the operating system are gradua#gomming integral parts of an
'intelligent storage system’. Object-store devi@@$Ds), for example, offload space
allocation and security to the storage device. Bans such as bit-to-bit data
migration, block-level data integrity, and even mmption, are carried out by
advanced, intelligent disks and tapes. Some sysergs provenance-aware storage
system (PASS)) already track the provenance of alathe storage level rather than
storing it in a standalone database.

At the heart of any solution to the preservatioobpem lies astorage component.
This is the portion of the system that managedahg-term storagand_maintenance
of digital material entrustetb the OAIS. Digital preservation systems will im@re
robust and have less probability for data corruptioloss if they offload preservation
related functionality to the storage layer. We salth a storage component with built-
in support for preservation by the tempneservation aware storage OAIS-based
storage is a specific type of preservation awaoeage, which is based on OAIS
notions, functions and information model.

The major requirements of &AIS-based preservation aware storagare:

Encapsulate and physically co-locate in the storatere appropriate, the raw data
and its complex interrelated metadata objects, agalepresentation information,
provenance, and fixity. This ensures that at Igasunigue Representation
Information needed for interpretation is not sefatdrom the raw data and thus
never lost (if the raw data survives), while paigtio the rest of the Representation
Information network.

Utilise the locality property and execute datansiee functions such as fixity
computations within the storage component.

Include, or point to, the representation informatid metadata such as that of fixity
and provenance, so that they can be validatedraegbreted when migrating to
newer systems.

Handle technical provenance events internally. appygications on top of the
preservation aware storage should be freed fronagiag events that can be handled
internally in the storage. Moreover, the typesmivenance events are richer and also
include events related to migration and transfoionat

Support the loading and execution of external fangations during the migration
process. Additionally, it should facilitate on dexdariggering of those
transformations.

Support media migration, as opposed to system tiogran which migration from
one system to another can be done by physicalgctetg the media from one
system and attaching it to the new system.

Maintain referential integrity including updatintj the links during the migration
process such that they remain valid in the newesysThis requires an awareness of
certain meta-data fields that represent links, loa#rnally to the system and
externally.
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Ensure that data collections can be handed owathty systems in the chain of
preservation, including supporting information sashthe virtualised name spaces on
which access depends

Be able to support, and describe when requestegyrtservation policies which the
repository management/administration imposes oticp#ar data holdings, including
the

o the number and frequency of backups
0 post or pre-processing demanded of the data
o access controls

Ensure that if, in the unlikely event of data Idbsit there is a graceful loss of data. If
some data is lost, a good preservation system mingthize the effect of this data
loss and prevent cases where data in the systéns @tédl intact cannot be read or
interpreted.

Preservation DataStore is an OAIS-based preservation aware storage that
concentrates mainly on assisting logical presemmatit supports the requirements
described above, and is adequate for heterogertztas heterogeneous applications
and heterogeneous storage media. Preservation tbeaServes as the archival
storage entity described in the OAIS Functional klod

The Preservation DataStores (PDS) include theviatig use cases:

55.1

NoobkowbdpRE

Ingest AIP

Access AIP

Migrate AIP

Transform AIP

Add Transformer

Set preservation policies
Get preservation policies

Ingest AIP

Use Case
Name

Ingest AIP

Actors

Storage Manager
Ingest entity, PDS, Representation Information (Rie) Registry

Generalisation
of

None

Specialisation
of

None

Contains

None

Preconditions

Valid AIP

Postconditions

The AIP is ingested in PDS and the AIP unique iifieation (AIP ID),
which can for example be used within a CuratiorsiB&nt Identifier
(CPID), is returned to the Ingest Entity. The latteerges the AIP ID into
the package description of the collection desaiptrior to the addition of
it to the Data Management entity.

Description

Persists the AIP for long term preservation whief@rming additional
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functionality as fixity computation, Replinfo exttan from Repinfo
Registry, provenance updates, and referentialiiityegalidation.

Scenario

(1) The Ingest entity actor sends to the PDS actstorage request” with
an AIP

(2) The PDS actor processes the AIP as describgection 5.1. In this
processing stage, it may retrieve some Repinfogmek from the Repinfo
Registry actor.

(3) The PDS actor sends to the Ingest entity actstorage confirmation”
indicating (or verifying) the storage identificaticnformation for the AIP

Example

Ingest a satellite product packaged in SAFE format

Alternative
scenario

5.5.2 Access AIP

Use Case Access AIP
Name
Actors Storage Manager

PDS, Access entity

Generalisation | none
of

Specialisation | none
of

Contains none

Preconditions

Valid AIP unique identification (AIP 1D)

Postconditions

The required AIP is given to the Access entity. iter transforms the se
of AIPs and associated Package Descriptions istt af DIPs.

t

Description | Retrieves an AIP stored within the OAIS accordimghe given AIP ID.
Scenario (1) The Access entity actor sends to the PDS artdAIP request” with an
AIP ID
(2) The PDS actor processes the request as debanisection 5.2.
(3) The PDS actor sends to the Access entity actootice of data
transfer”.
Example Access a satellite product packaged in SAFE fothetthas the given AIP
ID.
Alternative
scenario

5.5.3 Migrate AIP

Use Case Name

Migrate AIP

Actors

Storage Manager
Access entity in old system, PDS in old systemestgntity in new
system, PDS in new system

Generalisation
of

None
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Specialisation | None
of
Contains The use case contains the Ingest AIP, Access AliPpationally

transform AIP use cases.

Preconditions

Valid AIP unique identification (AIP 1D)

Postconditions

The AIP is migrated. Then, the AIP ID is mergedligy Ingest entity of
the new system into the package description ofttiection description
prior to the addition of it to the Data Managemenmtity of the new systen

N

Description Migrates an AIP with the given AIP ID from an olgstem to a new
system. In the migration a transformation may ayaity occur, resulting
in a new AIP (same logical ID but with new versidh

Scenario (1) Perform the Access AIP use case in the olcegyst
(2) Optionally, perform the Transform AIP use case then a new AIP is
generated.
(3) Perform the Ingest AIP use case in the newesyst

Example Migrate a satellite product packaged in SAFE fortoa new preservatiof
system.

Alternative

scenario

5.5.4 Transform AIP

Use Case Name

Transform AIP

Actors

Storage Manager
Preservation Planning, PDS

Generalisation of

none

Specialisation of

none

Contains

none

Preconditions

Valid AIP and valid transformer

Postconditions

A new AIP is generated and ingested into the system

Description Transforms an AIP with the given AIP ID to a newPAkith a new AIP
ID (same logical ID but with new version id).
Scenario (1) The Preservation Planning entity actor sendegd®DS actor a
transformation request for a given AIP
(2) The PDS actor transforms the AIP and genegatdsiew AIP with a
new AIP ID
(3) The PDS actor sends a “transformation confiiondtwith the AIP ID
of the new AIP to the Preservation Planning ersdtor.
Example The preservation planning requests to transfof@QME product
from EGOC format to SAFE format.
Alternative
scenario

5.5.5 Add Transformer

Use Case Name

Add Transformer

Actors

Storage Manager
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Preservation Planning, PDS

Generalisation of

none

Specialisation of

none

Contains

none

Preconditions

Valid transformer

Postconditions

A new transformer is defined in the system and banpublished tg
Preservation Planning

Description Add a transformer to the system that can be usen &n to employ
transformations on AIPs
Scenario (1) The Preservation Planning entity actor sendh¢d®DS actor an “add
transformer” request with the given transformer
(2) The PDS actor adds the transformer to the Byste
(3) The PDS actor sends an “add transformer coafion” with the
transformer ID to the Preservation Planning erstor.
Example Add a GOMEEGOC-to-SAFE transformer to PDS
Alternative
scenario

5.5.6 Set preservation policies

Use Case Set the preservation policies which should be appid one or more data
Name objects
Actors Storage Manager
Ingest entity, PDS, Representation Information (R Registry
Generalisation | None
of
Specialisation | None
of
Contains None

Preconditions

Postconditions

The preservation policies are followed by the P&%®| appropriate logs ar
kept of the resulting actions.

(U

Description | Preservation policies cover many aspects inclutbingxample:
Number of backup copies, off-site and on-site,ing-and near-line,
and replication
Access controls
Distribution of the information among the individymeces of
virtualised storage
Maintenance of collection level information

Scenario The preservation policies must be set on a paaticdta collection, for
example 12 off-site copies must be kept, and asmembers of the
collection are added these copies must be madebhew member.

Example

Alternative

scenario
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5.5.7 Request information about preservation policies

Use Case Request information about preservation policies
Name
Actors Storage Manager

Ingest entity, PDS, Representation Information (Rfey) Registry

Generalisation

None

of
Specialisation | None

of
Contains None

Preconditions

Preservation policies have been set

Postconditions

Description | The preservation policies which apply to a partcudlata set or data objec
are supplied

Scenario The preservation policies which apply to a particaata object or data
collection is requested.

The policies are returned in some way, for exariiptome formal
language or a simple text description, and the@pfate piece of
Representation Information is also provided.

Example During the digital repository certification procetise preservation policies
must be provided, and perhaps logs are examineier to ensure the
policies are being followed.

Alternative
scenario
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5.6 DATA ACCESS MANAGER AND SECURITY (DAMS) USE CAS ES

5.6.1 User Management
The following diagram depicts the classes thatdoud the Access Control model.

In short, users are aggregated into groups, pemnssire aggregated into roles and roles are
assigned to groups. This allows the separatiohefésponsibilities of user management and
permissions management, and facilitates the looseling that makes the sustainability of
the system over time a practical proposition.

Moreover, groups are not Designated Communitiesh@adormer serve finally to associate
permissions to users, while the latter serve tindehe knowledge base profile of users, and
more specifically, to Consumer users.

The following types of roles are foreseen:
1. Defaultroles: i.e.: anonymous users, registeredsisnanagers and owners
2. User roles: To specialise authorization for regedausers
3. Local Roles: To personalise permissions on spe@@Bources and to specific users
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The following diagram gives an overview of the mBIAMS use cases detailed afterwards.

Note: The DAMS use cases do not differ from the traditelnAccess Control scenario
The implementation will however address the chalies of a preservation environmel
taking the long-term impacts into accounin particular, the enforcement of Acct
Control must comply with the policies defined addime before.
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5.6.1.1 Create/Modify/Remove UserAccount

[Create/Modify/Remove]UserAccount

PUBLIC

Use Case Name
Actors archive system administrator; creation is startedrimnymous user
Generalisation
of
Specialisation of
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Contains

[Add/Remove]User[To/From]Group
AssignDCProfileToUser

Preconditions

Postconditions

This use case serves to change the account ssatdsthe user will

Description experience that change
Scenario
1. The user desires to change his DCProfile
2. He accesses the interface which allows him to tedeset of
Example options to define his knowledge base profile inualgd way
3. If the successful completion is confirmed, the usdl have a
personalised treatment, i.e. the content will beppsed on the
basis of his DCprofile
Alternative
scenario

5.6.1.2 Create/Modify/Remove Group

Use Case Name

[Create/Modify/Remove]Group

Actors

a user with the role of users administrator

Generalisation
of

Specialisation of

Contains

[Add/Remove]User[To/From]Group

Preconditions

Postconditions
o Changes the status of a group; a group servesftoeda bucket to
Description . . )
insert users with the same permissions
Scenario
The user administrator asks the permissions adiratis to define 3
Example role with some particular set of permissions, idevrto associate that
P role to a set of users. Then he creates the greiny uhe interface
assigns the role to the group, and adds the uséng group.
Alternative
scenario

5.6.1.3 Create/Modify/Remove Role

Use Case Name

[Create/Modify/Remove]Role

Actors

a user with the role of permissions administrator

Generalisation
of

Specialisation of

Contains

[Assign/Revoke]Permission[To/From]Role
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[Link/Unlink]LocalRole[To/From]Resource

Preconditions

Postconditions
o Changes the status of a role; a role serves taeledi profile of
Description 2 :
permissions, which can be used for user administrat
Scenario

7

The role administrator is asked to define a paldicrole. He interact
Example with the user administrator to identify the pernossrequirements, and
modifies the role accordingly.

Alternative
scenario

5.6.1.4 Add/Remove User To/From Group
Use Case Name | [Add/Remove]User[To/From]Group
Actors a user with the role of users administrator

Generalisation of

Specialisation of

Contains

Preconditions

The user inherits the permissions from the roles@ated to the grouy

Postconditions
The user must belong to (exactly) one group

Description The user membership to groups is changed
Scenario
Example At registration, the user is assigned to the ‘défagistered user’ group

Alternative scenariq

5.6.1.5 Assign/Revoke Permission To/From Role
Use Case Name [Assign/Revoke]Permission[To/From]Role
Actors a user with the role of permissions administrator

Generalisation
of

Specialisation of

Contains

Preconditions

=

. All authorization performed afterwards reflect ttlgange in the use
Postconditions

permissions
Description Changes the definition of the role
Scenario 1. The permissions administrator is asked to charmgéea
2. He uses the interface to perform the operationcanamits
Example
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Alternative
scenario

5.6.1.6 Assign/Revoke Role To/From Group

Use Case Name

[Assign/Revoke]Role[To/From]Group

Actors

a user with the role of permissions administrator

Generalisation
of

Specialisation of

Contains

Preconditions

All authorization performed afterwards reflect tlohange in the

Postconditions users’(belonging to the group) permissions
Description Changes the status of the group
Scenario 1. The users administrator is asked to change a group
2. He uses the interface to perform the operationcanamits
Example
Alternative
scenario

5.6.1.7 Assign/Revoke DefaultRole

Use Case Name

[Assign/Revoke] DefaultRole

Actors

User authentication subcomponent

Generalisation
of

Specialisation of

Contains

[Add/Remove]User[To/From]Group,
[Add/Remove]Role[To/From]Group

Preconditions

Postconditions

Description

This change can affect a user account, as it nasdifs status, or can
just affect the behaviour of the system from thespective of the user

Default roles are:

1. anonymous users

2. owner (who creates and owns a content item)
3. registered users

4. manager

Scenario

Example

1. The authentication component completes the logadt assigns
the ‘anonymous user’ role

2. The creation of a new archived item implies that tbreator’
obtains the ‘owner’ role.
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Alternative
scenario

5.6.1.8 Link/Unlink LocalRole To/From Resource

Use Case Name

[Link/Unlink]LocalRole[To/From]Resource

Actors

a user with the role of permissions administrator

Generalisation
of

Specialisation of

Contains

Preconditions

Postconditions The local role overrides the other roles (excl. emaind manager role
When a role is linked to a resource or a set obuess, the role
Description becomes a 'local role'; it is useful to allow eefigrained , personalized
access control
Scenario
Example A (set of ) resource(s) should be viewable/reaglalitable only to a
b particular community of users.
Alternative
scenario

5.6.1.9 AssignDCProfileToUser

Use Case Name

AssignDCProfileToUser

Actors

DCProfileManager, User

Generalisation
of

Specialisation of

Contains

Preconditions

The right DC profile to associate to the userisady defined.

Postconditions A user is assigned to a particular Designated Conitynu
Description It associates the user with a DCProfile
1. Atregistration, or at some later time, the usexsiked to complet
his own personalization information, i.e. by meaha DCProfile
2. The user is guided in this process, e.g. by chgasinong a set @
) available DCProfiles
Scenario . . , . '
3. If there is no appropriate DCProfile, he may defneew profile
proposal, e.g. by selecting the options in a from
4. The proposal needs to be accepted by a proper leg
administrator
Example
Alternative
scenario
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5.6.1.10 getUserDCProfile
Use Case Name | getUserDCProfile
Actors Any component that needs to retrieve the DCProfila user

Generalisation of

Specialisation of
Contains

Preconditions

Postconditions
Description It serves to retrieve the DCProfile class of thfenence to it

Scenario

Example

Alternative scenariq

5.6.2 Authentication Manager

5.6.2.1 RegisterUser

Use Case Name RegisterUser

CASPAR archive system user (involving the archive sys
administrator)

Actors

Generalisation
of

Specialisation of

CreateUserAccount
Contains AssignDCProfileToUser (but not mandatory)
AssignDefaultRole

Preconditions
Postconditions The user can access the archive system

Description A User account is created
1. The user register himself for accessing the arcéystem

2. User administrator examines the user request aodiafeif the
user can be accepted or rejected.

Scenario o _ o _
3. The User administrator could proceed in definingital profiles
(permissions and its knowledge base), which migéguire
interaction with the user
Example
Alternative
scenario

5.6.2.2 UnregisterUser
Use Case Name| UnregisterUser
Actors CASPAR archive system user
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Generalisation of

Specialisation of

Contains

RevokeUserFromGroup

Preconditions

The user is registered

The user can not access the archive system;

Postconditions . .
The user account is not removed, only the permissime changed
Description
Scenario Either the user or the user administrator can énglgis use case
Example

Alternative scenariq

5.6.2.3 Login

Use Case Name

Login

Actors

CASPAR archive system user, AuthenticationManager

Generalisation of

Specialisation of

Contains

RevokeDefaultRole

Preconditions

The user is not logged in

Postconditions The user is logged in
Description
Scenario 1. The user (client) provides its credentials to pribssédentity
2. The user is authenticated from the Authenticationddger
Example

Alternative scenariq

5.6.2.4 Logout

Use Case Name

Logout

Actors

CASPAR archive system user

Generalisation of

Specialisation of

Contains

AssignDefaulRole

Preconditions

User is logged in

Postconditions User is logged out,
Description The working session is closed and the role of ammus user is give
to the user
Scenario
Example

Alternative scenariq
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Note: The authentication manager will deal onlyhwlser Authentication. Component
authentication will be implemented through low legperations at installation/configuration
time, as theCASPAR architecture does not need to support a dynangistration of new
components.

5.6.3 Accounting Manager

If user accounting requirements emerge, they widl Hmndled through the accounting
manager. At a high level, the following use casey e foreseen:

CreateResourceAccountingPolicy
RegisterAccoutingPolicy

QueryAccountingEvents
Details of these Use Cases will be provided ifrduirement materialises.
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5.7 DIGITAL RIGHT MANAGER USE CASES

Digital Rights Management (DRM) is a complex pra;esid becomes even more complex in
the context of long term preservation, moreoves fhian area where OAIS is essentially
silent. It is therefore important to introduce atafine some terms analysed in this section:

License offer templatea file containing incomplete Rights Expressiomgaage
(REL) expressions. It can be used as templatedduge dicense offer document.

License offer documena document where the license policy is complesglcified
by means of some REL language, but the actual gaesieneed still to be specified.

License instancea document that instantiatesi@ense offer documetly specifying
all parameters, namely the date of the contraetirtholved entities, etc.

Licensed objectthe resource, or a collection of resources, #natthe object of a
license offer. Needs to be further specified. Wepsse that a licensed object
corresponds exactly to the content of one AIP.

The actors involved in the use cases are:

License manager (archive external staff memberhe license manager has the
ability to create license offers, assisted by gperdGUI. He/she is responsible for
managing the license offers templates and the dizesffer documents. He/she is
external to the OAIS archive, specifically his/lrete would map to the “OAIS
Management” entity.

Ingest staff member (archive internal staff memberhe Ingest staff members are
responsible, among others, for generating the AatHinformation Packages (AIPS)
and for coordinating updates to the Archival Steragd Data Management. They are
involved in the operation of binding the content?dPs to one or more license offer
documents.

DRM manager (archive internal staff member) - ThBMD manager represents
several experts, who have the ability to manage adinister all aspects of the
DRM sub-system. They belong to the OAIS internahase staff; for instance they
are responsible for updating the semantics ofitems$e offers and license instances,
but without updating the licenses themselves.

Consumer - This actor includes the buyers of tleenkes, namely the License
Principals.

Producer - This actor represents the Rights-holdensiely the Content Creators and
the Content Providers.

Access module - This actor represents a functientily of the OAIS archive, which
interacts with the DRM module.

5.7.1 List of Use Cases

In the following, some use cases that involve tfRMDmodule are listed. They
represent the high-level operations of the usest) mternally and externally of the
archive.
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5.7.2 Definition of Rights
These use cases refer to the management of liodieselocuments and templates.

Create license offer document (or a license offertiate).
Import license offer document (or a license oftanplate).
Update license offer document (or a license offerglate).
Insert description about license offer document.

Publish license offer document.

Bind license offer document.

Search for license offer document (or a licenserdéfmplate).

5.7.3 Distribution of Rights
These use cases refer to the interactions of cozrsuwvith the overall archive system.

Retrieve information about license terms.
Get license.

Watermark licensed object.
Scramblecontent

5.7.4 \Verification of Rights

These use cases refer to the interactions betwserDRM sub-system and the
consumer, once the latter has become the prinofpallicense instance. This kind of
interactions may also occur after the delivery @B containing the licensed object.
Furthermore, the interaction may occur completalypartially transparently to the
consumer.

Check license instance.
Unscramble content.
Track content usage.

5.7.5 Management and preservation of DRM

These use cases model the operations of archiemaltstaff members, in particular,
those that are responsible for preservation adsvitelated to DRM. In fact, these
operations are necessary to deal with the dynamidithe license semantics and of
the DRM technologies.

Update license interpretation
Update license parameter
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Get license

Figure 10 DRM use cases

5.7.6 Create license offer

Name

Create license offer

Actors

License manager (OAIS Management)

Generalisation of

Specialisation of
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Contains

Preconditions

The actor has a formal or informal document witbcanplete
specification of the license offer to be produced.

Postconditions

A REL-syntax validated license offer template orculment is
stored, but still not published, i.e. ready to ber to a license
object.

O

Dff

Description To create a new license offer document or a neenfie offer
template.

Note: The creation may occur from scratch, or ntayt rom an

existing license offer template.

Scenario 1. the actor accesses to the license management GUI

2. the actor starts composing

3. hel/she opens a new file

4. helshe opens a template file

5. he/she composes a license offer following the $igations
document, by selection and editing of REL exprassi
parameters and values, assisted by a proper GUI.

6. he/she may complete the license offer, thus crgatilicense
offer document, or he/she may leave the licenser
incomplete, thus creating a license offer template.

7. helshe saves the file and validates it againsRiile syntax

Example

Alternative Scenario

5.7.7 Import license offer
Name Import license offer
Actors License manager (OAIS Management)

Generalisation of

Specialisation of

Contains

Preconditions

There exists a file containing a license offer doeat or a
license offer template

Postconditions

A REL-syntax validated license offer template ocument is
stored, but still not published, i.e. ready to bsurid to a
licensed object.

Description

To import into the license repository an existiimgghse offen
document.

Note: The source license offer document is spetiéie a REL
document; it is envisaged to support translatiorhens
applicable, from other REL languages into the REtedj
internally to the system. However, templates cart he
translated.

Scenario

1. the actor accesses to the license management GUI

2. the actor selects ‘Import license offer’
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3.

4. the actor selects a file; if the file contains anpdate, the

the actor selects the source REL language amorsg tifat
are supported

REL must be the same as the internally used REL
the actor saves the file and validates it

Example

Alternative Scenario

5.7.8 Update license offer

Name

Update license offer

Actors

License manager (OAIS Management)

Generalisation of

Specialisation of

Contains

Preconditions

The license offer document or license offer tenglatstored
in the licenses repository

Postconditions

A REL-syntax validated license offer template ocwment is
stored, but still not published, i.e. ready to bmurdd to &
licensed object.

Description To modify a license offer (document or templatejttis stored
in the repository.
Note: The update does not impact on the licendarinss that
have been generated from the previous version elfitkense
offer document.
Scenario 1. the actor accesses to the license management GUI
2. the actor selects ‘Update license offer’ and chedake file
to be updated
3. the GUI shows the content of the license offeqwailhg to
modify REL expressions, parameters and values,nin
assisted way, i.e. not all elements are directitabte
4. the actor saves the file and validates it
Example

Alternative Scenario

5.7.9 Insert description about license offer
Name Insert description about license offer
Actors License manager (OAIS Management)

Generalisation of

Specialisation of

Contains

Preconditions

The license offer document (or template) is stonedthe
licenses repository
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Postconditions

If a license offer document has all the mandatostatata
specified, it can be published and instantiated.

Description

To provide the descriptive information about a tise offer
document or a license offer template.

Note: It is mandatory to complete this operationfolm
instantiating a license offer document. The infaiora
inserted with this operation will be used for séarg and
retrieving of licenses as well as for a descriptidrthe license
terms in a human language, i.e. it must be undatatde by
the customer.

Scenario

1. If the use case is triggered by the system durm@\i®’s
publication operation, the actor is notified thrbug
message

2. the actor accesses the license management GUI

3. the actor opens the file containing a license d@ninof
template, then he/she selects ‘Add metadata’

4. A form appears where all the mandatory metadatabegn
inserted, such as an identification of the legaifework, a
category of licenses, and others.

5. the actor fills in all or some of the fields andess.

Example

Alternative Scenario

5.7.10 Pubilish license offer document

Name

Publish license offer document

Actors

License manager (OAIS Management)

Generalisation of

Specialisation of

Contains

Insert description about license offer

Preconditions

The license offer document has been created orrieghand ig
now stored in the licenses repository. Moreovéag passed the
validation check and all the mandatory metadatae hiagen
inserted.

Postconditions

The state of the license is ‘published’; this meaat the
license offer document can be used for binding AlPs, thus it
can be instantiated, and furthermore, it becomes gfathe
candidate set for license searching

Description To have a license offer document suitable to bel usethe
system.
Scenario the actor accesses to the license management Gldpens g

license offer document

if the state of the license offer document is $l@afor
publication, the button ‘Publish’ is active

the actor selects the button ‘Publish’
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Example

Alternative Scenario

5.7.11 Bind license offer document

Name

Bind license offer document

Actors

Ingest staff member (OAIS internal staff)

Generalisation of

Specialisation of

Contains

Preconditions

The license offer document is stored in the licenspository
and passed the validation check. The target licbrdgect
corresponds exactly to the content of one AIP. Al is
stored in the Archive Store and may be available
consumers or not.

Postconditions

From that moment the access and usage of the Abitent
are subjected to the license conditions.

Description

To bind a license offer document to a license dbjec

Note: more than one license offer documents cassbeciated
to a licensed object.

Scenario

If the use case is triggered by the system durmgAH’s
publication operation, the actor is notified throbugmessage

the actor accesses a proper toolbox for managiRg Al

the actor selects an AIP, then he/she selects ‘Boshse
offer’ and chooses a file containing the licensder
document

f

Example

Alternative Scenario

5.7.12 Search for license offer

Name

Search for license offer

Actors

License manager (OAIS Management)

Generalisation of

Specialisation of

Contains

Preconditions

None

Postconditions

No changes in the state of the system

Description

To search for existing license offer documentsarglates.

Scenario

the actor accesses the license management GUI

the actor selects ‘Find license offer document’Fand license
offer template’

a form appears where the actor can insert metaddtas on
the basis of which the search for license offefsased on
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4.
5.

a list of license offer documents or templateshizm

if the actor selects an item from the list, antkas ‘Open’,
the file is opened in editing mode

if the use case was triggered by the system, &iante during
the operation of binding a license offer documemt (the
content of) an AIP, then the actor can select anke offer
document and select some other action to perfarstead of
open it in editing mode

Example

Alternative Scenario

5.7.13 Retrieve information about license terms

Name

Retrieve information about license terms

Actors

Consumer

Generalisation of

Specialisation of

Contains

Preconditions

The actor is interested in a digital content tkadrichived in one
or more AIPs, and each one has one or more liceffee
documents associated to it

Postconditions

No changes in the state of the system

Description To get all the information about the license terbefore
deciding to buy a license (offer document).
Scenario 1. the actor is accessing a proper toolbox and is &iray
among (the index of) available digital contentsRB)

2. the actor selects one item of digital content (DHMd
selects ‘View license terms’

3. a list of the licensed objects that are containétthimv the
DIP is shown

4. the actor selects a licensed object and selecesvVicense
terms’

5. the terms within the license offer document arewsha.e.
they are expressed in a suitable form that is ataedable
by a human

6. the actor selects ‘Close’ and decides if he wamtsrbceed
and buy the license

Example

Alternative Scenario

5.7.14 Getlicense

Name Get license
Actors Consumer
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Generalisation of

Specialisation of

Contains

Preconditions

The actor has viewed the license terms and doese agith
them

Postconditions

The actor has all the necessary permissions andseciated
medium to perform the actions granted in the boligahse

[

Description To obtain the license to perform the desired astiom a
particular licensed object.

Note: the licensed object corresponds exactly éodbntent of

one AIP. If a DIP requires more than one license,actor mus

complete the buying operation independently and dach
licensed object.
Scenario 1. the actor is accessing a proper toolbox and is &iray
among (the index of) available digital contentsRB)

2. the actor selects one item of digital content, Wwhi
corresponds to a DIP, and selects ‘Get license’

3. a list of the licensed objects that are containéithimv the
DIP is shown

4. the actor selects a licensed object one at a timdesalects
‘Get license’

5. the terms within the license offer document arewsha.e.
they are expressed in a suitable form that is ataedable
by a human

6. the actor selects ‘Get license’

7. if necessary, the actor is connected to a paynysters and
he/she completes the financial transaction

8. the actor completes the license obtainment traiosadty
inserting all the necessary data through the form

9. the actor receives, for instance by e-mail a cordtion,
along with all the resources for performing the niea
actions, such as public keys, passwords and faetitbn
to access services, and similar

Example

Alternative Scenario

5.7.15 Watermark licen

sed object

Name

Watermark licensed object

Actors

Access module

Generalisation of

Specialisation of

Contains

Preconditions

The transaction of licensing the content has beempteted, and

the consumer has become the principal of a licemsgnce
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related to the mentioned content. Moreover, thesgorer has
just submitted the request to receive the licensigigct, for
instance through a web-based GUI. The DRM module
already finished to check the license instance.

Postconditions

The Access module owns a digital content suitabbe
submission, and it can proceed with the packaginggaure.

Description

To generate a distributable version of the licercigdct.

Note: the licensed object corresponds exactly éodbntent of
one AIP, so the watermark is related to the contémmine AIP,
even if the final DIP contains more than one AIP.

Scenario

The Access module requests watermarking of one AIP

the DRM module retrieves the
repositories which is required to produce the watek; the
kind of information depends on the type and functid the
watermark, and may be for instance a private keydantifier
of the requesting consumer or of a rights-holder.

the DRM module generates the watermark and apiplieghe
digital content

the DRM module sends the watermarked content té\toess
module

Example

Alternative Scenario

5.7.16 Scramble conten

t

Name

Scramble content

Actors

Access module

Generalisation of

Specialisation of

Contains

Preconditions

The license instance has been checked to verifgghsumer’s
permissions

Postconditions

The content is scrambled, for instance through ygricm or
through watermarking to alter the content’s renadgguality

Description

The content data is scrambled, e.g. through erorypor
watermarking, in order to limit access operatiomscontent
quality

Scenario

1. The access module sends the request with all reagg
parameters for the particular scrambling operation

2. The content file(s) are retrieved

1. A new file with the scrambled content is produced aent
to the access module

Example

Alternative Scenario
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5.7.17 Check license instance

Name

Check license instance

Actors

Access module

Generalisation of

Specialisation of

Contains

Preconditions

The consumer has agreed on the license terms aeddg
owns a license instance that grants him the nege
permissions.

Postconditions

The access module is free to send the DIP

Description

To verify if a certain action performed on a licedsobject is
granted to the consumer.

Note: this use case refers to the verification teftmmpleting
the

submission through the Access module. It could ets@r the

verification of rights when the licensed object he@een sen
and exists

outside of the preservation platform.

Scenario

1. the consumer has agreed on the license terms
2. the consumer has obtained a license instance

3. the access module checks the license instanceeh
sending any licensed object

Example

Alternative Scenario

t

efor

5.7.18 Unscramble content

Name

Unscramble content

Actors

Basic SW on the client side or specific tools

Generalisation of

Specialisation of

Contains

Preconditions

The content file is locally stored, the necessafyt8 complete
unscrambling is installed, the scrambling was airesecuring
content from unauthorized usage

Postconditions

The content file is ready to be rendered on théoowsr’s side

Description To apply some transformation to the content filefsped at]
verifying the permissions and finally at producidjle ready to
be rendered; at the basis is encryption

Scenario 1. The consumer follows the instructions to unscranthie

content, or the application guides him to do so
2. The consumer inserts some data, if necessary

3. The private keys are retrieved for description

IST-2006-033572

PUBLIC 79/141

6



Date:17-05-2007
Project: CASPAR

CASPAR Overall Component Architecind Component Model

Doc. Identifier: CASPARFN-D130101011 1

4. The content file is ready to be opened by the rende

application

Example

Alternative Scenario

5.7.19 Track content usage

Name

Track content usage

Actors

Specific tools that may be installed partly on t@sumers]
side and partly on special servers

Generalisation of

Specialisation of

Contains

Preconditions

The consumer has some content data stored locally

Postconditions

The content usage instance has been traced by amoanting
system or registered persistently within the confié

Description To monitor and control the consumer’s usage ingsuaf the
content
Scenario 1. The consumer uses a particular application or spme
plugged-in tool to open the content file
2. The tool interacts with some server or applies some
watermarking to register the usage instance witthia
content file
3. The content is rendered and the usage trackingorse
transparently to him
Example

Alternative Scenario

5.7.20 Update interpretation of licenses

Name

Update interpretation of licenses

Actors

DRM Manager (OAIS internal staff member)

Generalisation of

Specialisation of

Contains

Preconditions

Postconditions

All licenses that are affected by the change arat thill
afterwards be interpreted by machine to enforcehtsi
protection, will reflect the updates in the licemsens semantic

Description

To update the semantics of the licenses without ifyiad
themselves.

Note: this use case is not defined in detail, aoliects all
possible operations required to intervene in therpretation of
some licenses where it is not feasible to update litenses

[*2}

themselves, for instance to update it with chanigedegal
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frameworks.
Scenario 1. The DRM Manager accesses DRM management subsystem
2. He performs the update of the license ‘“interpretati
engine”

3. He specifies the extent of the update, e.g. thensieg
related to that update

4. Alog is created to take trace of the semanticsatgydand tqQ
allow reporting and re-do if necessary

Example

Alternative Scenario

5.7.21 Update semantics of license parameters

Name Update semantics of license parameters
Actors DRM Manager (OAIS internal staff member)
Generalisation of
Specialisation of
Contains
Preconditions The license interpretation engine, if on the clierdquires
interaction with some server in order to be alignéth the
updates
Postconditions The license document (i.e. all its instances) #rataffected by
the change and that will afterwards be interpréedhachine tg
enforce rights protection, will reflect the updateghe license
terms semantics
Description To update the semantics of the licenses without ifyiad
themselves.
Note: this operation is required to perform a cleatitat does
not affect the license statements, but rather tHfeihe
‘knowledge base’ related to the license, sucthadite span of
persons.
Scenario 1. The DRM Manager accesses DRM management subsystem
2. He identifies the particular license document ardqms
the update
3. If the interpretation must be updated also for Ham
instances that have already been obtained by carsym
then a proper synchronization mechanism must bleeapp
Example
Alternative Scenario
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5.8 FINDING AIDS USE CASES

The Fnding Aids are an important part of any archivénéotthan perhaps a “de
archive”), and all existing archives will have theiwn brand of such tools, ea
with its own array of capabilities tailored to tastomers’ needs. CASPAR dc
not aim to dupkate the great variety of capabilities which alseaslist, but rathe
to provide some generic, extensible, capabilitisswell as a number of nov
capabilities based on OAIS concepts.

The Finding Aids support the user application acating the relevant data; the
Finding Aids’ primary actors are the Consumer amel Administrator. The generic
user (a Consumer, or an Administrator) can establis Search Session with
CASPAR. During this Search Session the user will employ GASPAR Finding
Aids to identify and investigate potential holdingd interest. This may be
accomplished by the submission of queries and eher of result sets to the user.
This searching process tends to be iterative, avitiser first identifying broad criteria
and then refining these criteria based on prevsmasch resultSCASPAR could also
limit the result set returned to the user, to erddhe underlying intellectual property
rights and restricting the user access exclusitethe items (s)he is entitled to see. In
the case of Consumers querying the system, ongehidnee identified the AIPs of
interest, they may provide an Order Agreement doauments the identifiers of the
AIPs they wishes to get, and how the DIPs will bguared fromCASPAR.
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5.8.1 Select Finding Aid

This use case is triggered when the Consumer wighefine, save, retrieve or refine a

previously saved query, report or order. The qdiengtionality is at the core of any of these

services, as reports can be seen as the compasitioquery plus aggregating and formatting
rules, while orders can be seen as the composifigneries plus other information related to
the transformation, packaging and delivery of thierimation to be disseminated. Users can
save and retrieve the finding aids they have ddfifighey like, or take advantage of the

CASPAR predefined, published ones.

5.8.2 Queries
The basic component of Finding Aids are queriescivheturn sets of unique AIP locators.

Queries are available in two flavours: Simple Seaand Advanced Search. In the
first case the user just specifies keywords ancc&gperators, and the system will
search all descriptive information for textual nitg; for the search purpose, the
descriptive information will be considered as ftekt, even if properly structured.
This search still remains one of the most used if®rsimplicity: no particular

competencies are required to the issuer — whicltage of an interfacing software
component, means no need for implementation chalgasg the flat text search so
common in systems, this option provides great faténg capability, at a very low

6
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price. In the Advanced Search case, instead, tlee igspresented with a more
sophisticated interface, allowing him or her tofpen a search based on one or more
system-specific or external ontologies — as longtlesy have been previously
registered into the system. This option is much gxbw, letting the requester specify
in a very precise manner the details of the intdn@sults, and will generally lead to
more accurate solutions. The adoption of ontolodiesexpress the Descriptive
Information is somewhat driven by the fact thatobogies may have also been chosen
to represent knowledge about the PDI (Preservdescription Information) and the
Representation Information, and those informatioaynbe considered in the
Descriptive Information.

Use Case Name Specify Search Details

Actors Consumer (Primary), Knowledge Management

Generalisation
of

Specialisation
of

Contains

Preconditions | This is called as part of the Create or Refine Quer

Postconditions | A set of search details is defined, i.e. the intavatl definition of the
desired Result Set.
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Description | This use case is triggered when the consumer reegecify the search
details associated with a query; this interactimitiated as part of a
Create Query or Refine Query use case. Two aligasaare possible: the
specification of simple (free text) search detailsthe specification of
complex (i.e. ontology-based) search details. Ihaase, those details are
returned to the calling use case.

Scenario 1. The consumer wishes to specify the search detadrder to be used inja
particular query.

2. The consumer is given the option to performegithsimple search or a
more sophisticated advanced search. Consumerdiselénitiates one of
the two possible mutually exclusive alternativenscs.

Example
Alternative 3. Simple Search
scenario 3a. The consumer is asked to specify a se¢ypiérds to the system;

these will be used to make a simple free text $eapon the records stored
in the system.

3b. The selected keywords are returned to tkat€ Query or Refine
Query use case that spawned the Specify SearciidDeta case.

4. Advanced Search
4a. In this case the consumer must provid@ecify:

i. system-specific or external ontologiédse: Content Information
Ontology, PDI Ontology or Package Description Ooggl In addition to
the above, the consumer has the option to seleatidinary number of
external ontologies upon which to base his seawth external ontologies
may have to be registered first, through the apjmtginterface (not a part
of this use case).

ii. the exact search criteria to applytiom selected ontologies.

5.8.3 Manage Order

After having identified one or more AlPs of interesventually with the help of the Finding
Aids, the Consumer can collect them in an Ordezcifging also how those AIPs are to be
transformed and mapped into Dissemination InforomtPackages (DIPs) and how those
DIPs will be packaged in a Data Dissemination S&ssThe order is then submitted to the
CASPAR Administration for negotiation; when an agreemisnteached, the Consumer can
place the order. Then, according to the agreenaebDgta Dissemination Session takes place,
and the information is dispatched to the Consuinethe case of an Event Based Order, i.e.
an order regarding AIPs not yet ingested iIBWSPAR, the Consumer establishes an order
agreement withCASPAR for information expected to be received, on thesibaf some
triggering event. This event may be periodic, sasha monthly distribution of any AlPs
ingested from a specific Producer, or it may ben&jue event such as the ingestion of a
specific AIP.
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5.9 VIRTUALISATION USE CASES

Figure 11 Virtualisation Use Cases

5.9.1 Produce data virtualisation description

Use Case Produce data virtualisation description
Actors Data preserver
Generalisation | none
of
Specialisation | none
of
Contains Produce discipline specific data virtualisationderitify complex objects;

Knowledge virtualisation

Preconditions

Actor has a particular type a data to be descrdmatl access to adequa
expert knowledge about that data.

ite

Postconditions

The wuser will have Representation Information whigdrovides
virtualisation of the data in question.

Alternatively it may be that no techniques are ently available to produc
a suitable virtualisation description.

D

Description

The data virtualisation tool is used by a human tsereate a virtualisatio
description of a particular piece, or type, of data

The tool:

- provides the user with a number of menus and questbout the

data

- depending upon the answers, a number of more gp¢odls are
presented, each of which address specific typgstaglisation.

D

- those more specific tools are configurable byuber and also ma
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obtain information from other sources such as a idRsg
Repository of Representation Information.

The user can save a work in progress and returrld@ter, and a graphical
representation of the current status can be digglay

The virtualisation description may consist of a iw@mof different types of
virtualisations, from a number of different toalsing a number of differer
underlying techniques. The final output will be ackage containing a
these types of descriptions.

- —+

Scenario

The user has a particular piece of data.

The tool may be accessed via a web browser (owvalguit) or installed as
stand-alone application.

In the process of asking questions and presenfipgoariate menus, th
tool may use a local configuration file and/or o more
Registry/Repositories of Representation Information

)

D

The latter may also be a source of some of the syeeific tools

Example

The user has a piece of astronomical X-ray dates ddnsists of a number
of measurements which are taken over an extended fieriod. The
measurements record the arrival of X-ray photowesnfan astronomicdl
source on points on a a detector.

This means that the data is essentially tabulaiticonsists of a number ¢f
columns, each of which corresponds to a partionasurement, while the
rows correspond to the successive sets of measotgmeach row
containing the values for a specific time.

However by adding up the photons at each “pixelttmn detector, one can
look at the data as an image made up of thesespixel

The virtualisation tool presents the user with ebar of options.
The user first selects the option which indicaked the data is a table.

There may be a selection of tools which capturecrij@sons of tables
selectable by the user.

The selected tool for producing the table desaipis started and enabl
the user to describe the way in which the data Ineayiewed as a table.

The user may return to the higher menu and starptbcess of describing
the data, this time as an image.

Note that these descriptions are ideally capture@dme formal synta
(which of course has its own Representation Infoiong but may have t
be captured as a text description (again with Regration Information).

D
7]

o X

Alternative
scenario

5.9.2 Produce specific type of data virtualisation descption

Use Case

Produce specific type of data virtualisation dgsain

Actors

Data preserver

Generalisation
of

none
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Specialisation | none
of
Contains One or more increasingly specific Use cases —tsealternative scenarig

— illustrated in the Use Case diagram

Preconditions

User has been led through a number of selectionbkisospecific type o
virtualisation

Postconditions

A specific type of virtualisation description haseln produced

Description | A specific tool is presented to the user. This massent the user with
number of alternatives and options.
The details of how each tool then proceeds depepals that tool.
Scenario
Example
Alternative - discipline specific virtualisation: the tool may talored according
scenario to some input from the Repinfo Gap Manager or

Registry/Repository, in order to present the uséth wsome
discipline specific tool i.e. some tool which is the a specifig
discipline knowledge base

- complex object virtualisation: the tool allows thger to identify g
number of subcomponents, each of which can be idesciurther

- structural relationship virtualisation: the relatihips betweel
components is described using one or more techsiqueluding
Semantic Web techniques or text descriptions

- simple object virtualisation: focuses on a objestsich do not
naturally break down into sub-components other thamitive
values (e.g. individual numbers)

- table/image/tree/document/etc virtualisation: diéstg the specific
simple sub-component type

- Knowledge virtualisation: part of the Knowledge Mgement suite

of use case

5.9.3 Produce hardware/software virtualisation description

a

Use Case Produce hardware virtualisation description
Actors Data preserver
Generalisation | none
of
Specialisation | none
of
Contains Produce specific hardware virtualisations;

Preconditions

Actor has a particular type of hardware in mindé&described and acce
to adequate expert knowledge about that hardware.

Postconditions

The wuser will have Representation Information whigirovides
virtualisation of the hardware in question.

Alternatively it may be that no techniques are ently available to produc
a suitable virtualisation description.

D
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Description

The hardware virtualisation tool is used by a humeer to create p
virtualisation description of a particular piece type, of hardware.

The tool:

- provides the user with a number of menus and questbout the
hardware

- depending upon the answers, a number of more #péaifls are
presented, each of which address specific typestohlisation.

- those more specific tools are configurable byuber and also may
obtain information from other sources such as a idksg
Repository of Representation Information.

The user can save a work in progress and retuitndter, and a graphica
representation of the current status can be disglay

The virtualisation description may consist of a imof different types of
virtualisations, from a number of different toalsing a number of differer
underlying techniques. The final output will be ackage containing a
these types of descriptions.

—_ —+

Scenario

The user has a particular piece of hardware in mind

The tool may be accessed via a web browser (owvalguit) or installed as
stand-alone application.

In the process of asking questions and presenfipgogriate menus, the
tool may use a local configuration file and/or om& more
Registry/Repositories of Representation Information

The latter may also be a source of some of the syeeific tools

<))

Example

The user has a Macintosh computer on which sonmefgpsoftware runs.

The tool directs the user to a number of differeatdware virtualisation
techniques including CPU, disk, display etc.

Alternative
scenario
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5.10 PACKAGING COMPONENT USE CASES

Information

Fackage

Submission Archival Cissemination
Information Infarmation Inform atian
Fackage Fadkage Fackage

Figure 12 OAIS Information Package Taxonomy

As shown in Figure 12, OAIS describes three sudgypf Information Package (IP), a
Submission Information Package (SIP), the InforarafPackage delivered by the Producer to
the OAIS for use in the construction of one or mé&@s, a Dissemination Information
Package (DIP), The Information Package, derivechfome or more AIPs, received by the
Consumer in response to a request to the OAIS.

The only one which OAIS describes in detail is #hrehival Information Package (AIP),
which is conceptually vital for the preservationaodligital object. According to OAIS theP
is defined to provide a concise way of referringateet of information that has, in principle,

all the qualities needed for permanent, or indéénLong Term Preservation of a designated
Information Object.

The full AIP is illustrated in Figure 13

M cerhed fren Ak | e miedy B
PEAEE  pgprmiy A | (iEmaten 4 gt Vg 15
Descripton ] . Irtamiatm
Turtier ceseried by P rese natien
||::-I|:12| Descrigton
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Ilhr:zhd
g
| .
3
Dak Irke Ereiec 16 g Repeseriaten Rekreice Fi
ogect In t 1 Irlammtian Iilam
H TT
P i ogtal Stiche | meming Semaite Poeaz Gerint
" ogest Irtamition Irtamiatian Iramitia Iramatian

Figure 13 OAIS Archival Information Package (AIP)
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Operations on Information Packages will be perfainiy the Package Manager toolkit
interface, this may call internal operations onotnfation Package. Depending on the
subType of Information Package a specialised operaverridden by the subType may be
called. The Information Package (IP) class handigsrations on the information objects
stored within the IPThere are several types of Information Objects usetie OAIS. The
objects are categorized by their content and fanat the operation of an OAIS into Content
Information objects, Preservation Description Infation objects, Packaging Information
objects, and Descriptive Information objects. Fgut.2 shows a taxonomy of those
Information Objects used within the OAIS.

Irformation
Objaat

1

Contant P;:ii:”p"’::fnn Fackaging Descriptive
Information . Information Infermation
Intarmation ' '

Figure 14 OAIS Information Object Taxonomy

OAIS defines as including the following types ofdmmation Object:

Content Information: The set of information that is the original targétpreservation. It is
an Information Object comprised of its Content Dddbject and its Representation
Information.

Preservation Description Information (PDI): Information that is necessary to adequately
preserve the particular Content Information withickhit is associated such as Fixity,
Reference, context and provenance information.

Packaging Information: Information which, either actually or logicallginds or relates the
components of the package into an identifiabletgnti specific media.

Descriptive Information: The Information Objects necessary to enable thegLderm
Preservation function of the archive. The InformatiObjects described previously in this
section provide the information necessary to entiidel. ong Term Preservation function of
the archive.

Each information object added to an Informationkage will be called a content unit and
identified by a content unit ID. Each InformatiomdRage object will be given a unique
identifier IP ID.

The packaging component includes the following Higlel use cases which would for the
basis of the PackageManager interface.

The toolkit interface will perform operations oretinformation Package (IP) class, the super
type of SIP, AIP and DIP.
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The logical contents of the AIP is defined in OAd8d hence a certain amount of specific
things can be said about it e.g. one must be abdbtain PDI information from an AIP. The

DIP and SIP one the other hand are rather generalepts which label a huge variety of
instance specific variations, and hence very ldta be said about these.

5.10.1 Construct IP

Use Case Name Construct IP

Actors Packaging
Generalisation - Construct SIP
of

Construct DIP

Construct AIP — the logical contents of an AIP pedfied in OAIS
and hence more details can be provided

Specialisation | None
of

Contains The use case does not contain other use cases

Preconditions | None

Postconditions | IP object will be constructed and accessible bidIP

Description Packaging use case used to construct an IP obmwtructed IP is stored
by applying ‘store IP’ use case, this use case wafbly use case
specialized in each IP subtype

n

Scenario (1) PackageManager instantiates a IP object

(2) IP object structure is modified by adding contamtsuto IP
(3) Each content unit given automated Content Unit ID

(4) IP ID is automatically generated for referencing IP

(5) IP is saved to PackageManager accessible storage 8tore IP us
case

D

5.10.2 Unpackage IP

Use Case Name Unpackage IP

Actors Packaging
Generalisation - Unpackage SIP
of

Unpackage DIP

Unpackage AIP — the logical contents of an AlPpiscsfied in OAIS
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and hence more details can be provided

Specialisation | none
of
Contains The use case does not contain other use cases

Preconditions

none

Postconditions

IP object will be constructed and accessible by IP

n

Description Packaging use case used to construct an IP obmwiructed IP is stored
by applying ‘store IP’ use case, this use case wajply use case
specialized in each IP subtype

Scenario (1) PackageManager instantiates a IP object

(2) IP object structure is modified by adding contamtsuto IP
(3) Each content unit given automated Content Unit ID
(4) IP ID is automatically generated for referencing IP

(5) IP is saved to PackageManager accessible storage 8tore IP us
case

1%

5.10.3 Transform IP

Use Case Name | Transform IP

Actors

Packaging

Generalisation of - Transform SIP

Transform DIP

Transform AIP — the logical contents of an AIP peaified in
OAIS and hence more details can be provided

Specialisation of | none

Contains

Validated IP , UnPackagelP, getlPbylID

Preconditions

Information Package (IP) exists and is accessiplédD

Postconditions

IP is transformed to a new IP

Description Successfully Validated IP is transformed to a nBvwnith a new IP ID
New IP is validated as being correctly structured.
Scenario Transform Single IP to a new IP

(1) PackageManager is sent transform request for a divéD

(2) PackageManager retrieves IP identified by IP IDhgsise cass

1%
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‘getIPbyID’

(3) PackageManager applies use case ‘Validate IP’ teclkc
construction of IP

(4) ‘UnPack IP’ use case applied to IP

(5) PackageManager transforms UnPacked IP into a newithPa
new ID

(6) PackageManager applies use case ‘Validate IP’ teclc
construction of new IP

(7) Generate IP ID for new IP

(8) PackageManager returns a ‘Transform Complete’ stag to
the original requesting actor.

Alternative
Scenario

Transform set of multiple IPs to a new IP

(1) PackageManager set transform request on a ses of IP
(2) PackageManager retrieves IPs identified by IP ID

(3) PackageManager applies use case ‘Validate IP’ teclc
construction of each IP

(4) When all IPs retrieved and validated, apply tramafenultiple
IPs to new single IP identified by new IP ID

(5) Apply use case ‘Validate IP’ to new IP

(6) Generate IP ID for new IP

5.10.4 Validate IP

Use Case | Validate IP
Name
Actors Packaging
Generalisation Validate SIP
o Validate DIP

Validate AIP — the logical contents of an AIP ieeified in OAIS
and hence validation can include such things askitg that PDI is
present.

Specialisation | none
of
Contains getlPbyID

Preconditions

IP exists, is accessible by IP ID and is availdbtevalidation

Postconditions

Information Package (IP) is validated as corresttyctured and formatte
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and content is checked for validity. The ‘IP isigaflag will be set for the

—

IP in question
Description | Structure and content of the Information Packadé e validated agains
some specific criteria, because the structure anteats of SIPs, AlIPs an
DIPs may differ greatly, this use case will be s$aple=d by each IH
subtype.
Scenario (1) PackageManager is sent an IP id to validate

(2) PackageManager retrieves IP identified by IP IDnhgsuse cast

‘getlPbyID’

(3) Validation method checks content and structurdof |

(4) PackageManager reports validation status to apiatephctor

1%
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5.11 AUTHENTICITY MANAGEMENT USE CASES

Authenticity cannot be measured with a Boolean flelling us whether a document is
authentic or not. There are degrees of authentittity certainty about authenticity is a goal
and sure cases are edge cases. We asymptoticadlyaeuthenticity. So we have to design
all the mechanism and tools that could help onlag, keeping in mind that we could have
alteration, corruption, lack of significant datadaso on, and we need tools, mechanisms,
weights to understand their relevance and theimghpn authenticity. The consequence is
that “to ensure authenticity” means “providing” @aoper set of evidence, and technical
aspects of this can be in the form of attributekatee to content and context, and
“verifying/checking” (possibly against a metrichetcompleteness or the alteration of this set.

Authenticity Management tools have to ensure aditign by identifying, managing and
preserving information aimed to describe and pégsvaluate its identity and integrity.
These tools provide content and contextual infoiwnatelevant to authenticity, i.e. to the
identity and integrity profile, all along the whagbdeeservation process

A crucial point is that identity must be intendeda very wide meaning: the identity of a
resource refers not only to its unique designasind/or identification. Identity refers to the
whole of the characteristics of a resource thatjuely identify it and distinguish it from any
other resource, so identity refers not only toittternal conceptual structure of a resource but
also to its overall - administrative, legal, documaey, technological, and even social -
context. From this point of view, identity is stgiy related to Preservation Description
Information: Context, Provenance, Fixity, and Refee Information as defined in OAIS help
to understand the environment of a resource, aixl itfiormation has to be gathered,
maintained and interpreted altogether, as muclossilgle, as a set of relationships defining a
complex whole, and some distinctions are not dgtakear-cut..

Context Information, for example, overlaps with VWmoance Information, and Reference
Information. In fact, the way things are definedl/an classified changes over time, so the
reference profile changes; but from an “historigadiint of view this is a matter of context

too, where historical refers to the history of theource. This history tells us a lot about the
life of the object and it's something we cannotsmsthout losing evidence of authenticity.

The integrity of a resource refers to its wholenessresource has integrity when it is
complete and uncorrupted in all its essential retspd he verification process should analyse
and ascertain they are consistent with the ineldtabanges brought about by technological
obsolescence.

Authenticity Management tools monitor and managetqmols and procedures across the
custody chain to ensure management and preservayistems work in coherence with
authenticity requirements. Authenticity is nevemited to the resource itself, but it is
extended to the whole information/document/recestesn, thus to the concept of reliability,
that is to the control over the information/docuetord creation process and custody.

The most critical issues about authenticity are tight attribution of authorship, the
identification of provenance in the life cycle abidal resources, the insurance of content
integrity of their digital components and relevapnhtextual relationships, and the provision
of mechanisms and information to allow future ustysverify the authenticity of the
preserved objects or - at least - to provide thpalbgity of evaluating their reliability in terms
of authenticity presumption.

The Authenticity Management includes the followursg cases:

Create Identity Information
Create Integrity Information
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Create Protocol and Procedure Information

The Create Identity Information refers to the idlegdtion of information elements, mainly
related to:

Provenance (with reference to archival history/fehafi custody, origin or source,
changes since the creation, ...);

Context (scope and content, name of action or pgycachival bonds, designation,
extent, medium, taxonomic systems, reference sygstagistration systems, ...);

Conditions of access and use allied materials.

The Create Integrity Information refers to dataegmity checks or validation/verification
keys, and to procedures aimed at preventing, descwy, and correcting loss or corruption of
records.

The Create Protocol and Procedure Information sdfeprotective strategies and/or solutions
adopted in order to maintain authenticity or thiiéa authenticity anyway. The recursive

design of information objects emphasizes the réairsature of the problem of authenticity,

so we need to manage authenticity of content/gbméormation too, or at least define the

policies for its control, for example by recorditize responsibilities on creation and/or
modification of content/context information.

5.11.1 Create Identity Information

Use Case Name| Create Identity information

Actors Data Preserver

Generalisation of | None

Specialisation of | None

Contains None

Preconditions | Valid AIP

Postconditions | Fundamental information about provenance, contextditions of acces
and use, and allied materials is created and agsddio the resource

°2
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Description

Information is extracted from Replinfo, PDI, and kéigon to generate a
set of data covering provenance, context, conditafraccess and use,
and allied materials profiles. The Data Preservatuates the quality of
information and adds any missing data needed tib dukhenticity
requirements

Scenario

1) PDS receives a “storage request” with an AlPserdls a “storage
alert” to Authenticity Management.

2) Authenticity Management creates information esctibed above and
sends an “authenticity report” to PDS, possiblyureagg more qualified
data.

3) When information is complete or anyway it cdsétrefined anymore,
Authenticity Management associates it to the resoand, in case, it
sends an “authenticity alert” to PDS and Administraentity

5.11.2 Create Integrity information

Use Case Name

Create Integrity information

Actors

Data Preserver

Generalisation of

None

Specialisation of

None

Contains

None

Preconditions

Valid AIP

Postconditions

Information about data integrity, and procedureseal at preventing,
discovering, and correcting loss or corruptionesfards is created and
associated to the resource

Description Information is extracted from Fixity to generateet of data through
which evaluate the integrity of the resource anithdts authenticity.
The Data Preservers evaluate the quality of inftionaand add any
missing data needed to fulfil authenticity requiesns
Scenario 1) PD receives a “storage request” with an AlIP seritls a “storage

alert” to Authenticity Management.

2) Authenticity Management creates informatiomfrBixity and sends
an “authenticity report” to PDS, possibly requirimpre qualified data.

3) When information is complete or anyway it carétrefined anymore,
Authenticity Management associates it to the resoand, in case, it

sends an “authenticity alert” to PDS and Administraentity

5.11.3 Create pro

tocol and procedure information

Use Case Name

Create protocol and procedure information

Actors

Data Preserver

Generalisation of

None

Specialisation of

None

Contains

None

Preconditions

Valid AIP

Postconditions

Information about protocols and procedures affgctinthenticity is
created and associated to the resource
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Description

Information is extracted from Replinfo, PDI, Migiatito generate a set
of data aimed at express the value of preservatiaim or rather the
overall quality of system in terms of authentigitanagement. The Datd
Preserver may add any useful information, includegponsibilities on
creation and/or modification of content/contexbimhation, and
evaluation or description of authenticity of corifeantext information.

Scenario

1) PDS receives a “storage request” with an AlP serttls a “storage
alert” to Authenticity Management.

2) Authenticity Management creates information fil@epinfo, PDI,
Migration, and sends an “authenticity report” toFPossibly requiring
more qualified data.

3) When information is complete or anyway it cdsétrefined anymore,

Authenticity Management associates it to the resoand, in case, it
sends an “authenticity alert” to PDS and Adminisbraentity
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6

KEY PRESERVATION COMPONENTS DESCRIPTION

This chapter describes each key preservation coempam theCASPAR architecture.
The description of the component is given througénaplate indicating:

1.
2.
3.
4

5.

Name of the component;
Responsibilities: the purpose or the job descnptibthe component;
Parts: the internal parts of the component;

Provided/Required Interfaces: the interfaces wsrifrother components which the
component provides/requires its functionalities.

Artefacts: the implementation of all component panto a physical piece of software.

The Key Components and their connectivity is shawfigure 15; details will be provided in
the following sections.

Figure 15 CASPAR component interfaces
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6.1 REGISTRY

Component

Registry/Repository

Responsibilities

1. Return Representation Information, given a validiCP

2. Ingest Representation and return a CPID

3. Return a list of Representation matching a seelgfcsion criteria.
4

Preserve the Representation Information it holdsoing-term
access, as an OAIS

Parts This modules is composed by the following parts:
1. Registry providing an
o index of Representation Information
o search capabilities including
ability to distribute search to federated
Registry/Repository
2. Repository of the Representation Information, eaith an
appropriate CPID, and also with relevant PDI andess Control
information.
3. Ingest mechanism to validate and store the Repanid,assign a
unique Persistent Identifier to it.
4. Access to Replnfo contained in negotiated DIP
5. Communication negotiation
6. Backup procedures
7. Replinfo capabilities
Provided RegistryManager
Interfaces
Required RegistrationManager
Interfaces RepInfoGapManager
Artefacts Current registry implementations:

JAXR

6.1.1 Registry Models

The Registry implements the following interface:

RegistryManager
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Interface |RegistryManager

getReplinfo
getRegistrySearch
Operationg - saveRepinfo
getClassificationScheme

provideRegservice

Used by

Registry component diagram
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6.2 KNOWLEDGE MANAGER

Component

Knowledge Manager

Responsibilities

1. Capture Higher level Semantics

2. Manage Designated Community Knowledge profile
3. Identify Repinfo Gaps

4. Manage Ontologies and Metadata

Parts It comprises two layers
A) SWKM (Semantic Web Knowledge Manager) which is the lolager
B) CKM (CASPAR Knowledge Manager) which is the upper layer
SWKM (Semantic Web Knowledge Manager) will provideset of corg
services for managing Semantic Web data.
At the upper layer, CKM will provide high level sa&es based on th
OAIS model aiming at offering an abstraction usefiol preservatior
information systems. CKM can be implemented usewyices offered b
SWKM.
Provided (A) CKM
Interfaces
DCProfileManager
RepinfoGapManager
DescriptiveMetadataSWManager
(B) SWKM
Services:
Query ()
Update ()
Import()
Export()
SWMainMemoryManagement
SWMainMemoryModel
Required
Interfaces
Artefacts The first version of the implementation of the ®jrvices, as a set

web services (based on RDFSuite), has been done.
The implementation of a proof-of-concept (A)-levdlased on the (B

Of

layer is ongoing.

6.2.1 Knowledge Manager Models

The Knowledge Manager, and in particular its pakkM; implements the above
specified interfaces:

DCProfileManager
RepIinfoGapManager
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DescriptiveMetadataSWManager

Interface

DCProfileManager

Operations

defineDCProfile
updateDCProfile
deleteDCProfile
getDCProfiles
getDCProfileContent

Used by

Data Access Manager and Security

Interface

RepinfoGapManager

Operations

defineDependencies
getDirectDependencies
getAllDependencies
updateDepenencies
deleteDependencies
getRequiredReplinfo(object)
getMissingRepinfo(dcprofiles,objects)

Used by

Data Access Manager and Security
Registry
Preservation Orchestration Manager

Interface

DescriptiveMetadataSWManager

Operations

getDescriptiveMetadata(object)
getDescriptiveMetadata(object, ontology)

Used by

Finding Aids

Interface

SWKM Services

Operations

query
update
import
export

Used by

Data Access Manager and Security
Finding Aids
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The SWMainMemoryModel is sketched at the following diagram. The detadé@ram is
available at the EA repository.
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6.3 PRESERVATION ORCHESTRATION MANAGER

Component Preservation Orchestration Manager

Responsibilities 1. Manage Registration

2. Collect information about changes in Knowledge Bafse
Designated Community

3. ldentify appropriate experts who are able to sal\Repinfo

Gap
4. Notify experts about a Repinfo Gap
Parts This modules is composed by the following 2 parts:

Notification Manager
Registration Manager

Provided - NotificationManager
Interfaces RegistrationManager
Required - RepIinfoGapManager
Interfaces UserManager
Artefacts

6.3.1 Preservation Orchestration Manager Models
The Preservation Orchestration Manager impleméet$allowing interface:

NotificationManager
RegistrationManager

Interface | NotificationManager

Operations . submitNotificationEvent — submit a notification ewe
distributeAlert — distribute alerts to registeraterested users

Used by

Interface | RegistrationManager

Operations - registerinterests - register interests of a usstésy, in order to notify
alerts
registerExpertises - register expertises of a sig&tém, in order to
notify alerts
Used by - Registry/Repository and Repinfo Gap Manager
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Preservation Orchestration Manager Class Diagram
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6.4 REPRESENTATION INFORMATION TOOLBOX

The Representation Information Toolbox, as speatifie CASPAR Conceptual
Model, addresses the netRepresentation Information - adequate for the Deated
Community - must be created”

In order to do this it supports the user in theattom of Representation Information
(Replinfo), by using a number of tools. These indlnal tools are not specified here
but some are described in tReview of the State of the AiD110d.

Representation Information includes syntactical aechantic description and also
associated software and standards. The main funcdfigdhe toolbox is as a portal,
including a GUI.

Component Representation Information Toolbox

Responsibilities 1. Create adequate Representation Information, byritelsers to
use appropriate tools — acting as a portal to thass.

2. Additional tools may be added by users

Parts

Provided ReplnfoManager
Interfaces

Required VirtualisationManager
Interfaces

Artefacts

6.4.1 Representation Information Toolbox Models
The Representation Information Toolbox implemehtsfollowing interface:

RepinfoManager

Interface | RepinfoManager

Operations - createReplinfo

Used by | User Interface

Representation Information Toolbox Component Diagra
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6.5 PRESERVATION DATASTORE

Component

Preservation DataStore

Responsibilities

Build an OAIS-based preservation aware storage with following
functionalities:

1.

7.

ingest AIP - persists the AIP into the OAIS for domerm
preservation

access AIP - retrieves an AIP stored previouslyhwitthe
OAIS

migrate AIP - migrates an AIP from an old systematomew
system

transform AIP — transforms an AIP using a givemsfarmer
add Transformer — adds a transformer to the system

get Preservation Policies — obtain the preservapolicies
which apply
set Preservation Policies — set the preservatidicig® which
should apply

Parts This module is composed by 3 layers:

OAIS Preservation Engine, including policy mandgger
XAM layer
Object layer

Provided PDSManager

Interfaces

Required

Interfaces

Artefacts PDS, OSD, optionally iRODS, optionally SRB

6.5.1 Preservation DataStore Models

The Preservation DataStore implements the follownmteyface:
PDSManager

Interface | PDSManager

Operations

ingestAIP

accessAIP

migrateAlP
transformAIP
addTransformer
getPreservationPolicies
setPresevationPolicies

Used by

Digital Rights Manager

Packaging
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Preservation DataStore Component Diagram
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6.6 DATA ACCESS MANAGER AND SECURITY

Component

Data Access Manager and Security

Responsibilities

1. manage Users / Groups / Roles / Permissions
2. manage authentication
3. manage access control to resources

Parts

This modules is composed by the following parts:

a User Management module, which allows to managed_nd
Authorization

an Authentication module, which deals with usehantication
an Accounting module, which registers accountingnés

Provided
Interfaces

UserManager
AuthenticationManager
AccountingManager

Required
Interfaces

DCProfileManager
RightsDistributionManager
RightsVerificationManager
RepinfoGapManager
RegistryManager
SWKMServices

Artefacts

6.6.1 Data Access Manager and Security Models

The Data Access Manager and Security implementitlosving interface:

UserManager
AuthenticationManager

AccountingManager

Interface | UserManager

Operations

[Add/Remove]User[To/From]Group
[Assign/Revoke]Permission[To/From]Role
[Assign/Revoke]Role[To/From]Group
[Assign/Revoke]DefaultRole
[Create/Modify/Remove]Role
[Create/Modify/Remove]Group
[Create/Modify/Remove]UserAccount
[Link/Unlink]LocalRoleToResource
AssignDCProfileToUser

getUserDCProfile

Used by

Knowledge Manager
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Interface | AuthenticationManager

Operations - RegisterUser
UnregisterUser
Login

Logout

Used by | All user Interface

Interface | AccountingManager

Operations - CreateResourceAccountingPolicy
RegisterAccountingEvent
QueryAccountingEvents

Used by | All user interfaces

Data Access Manager Component Diagram
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6.7 DIGITAL RIGHTS MANAGER

Component

Digital Rights Manager

Responsibilities

1. definition of rights

2. distribution of rights (partly)

3. verification of rights

4. management and preservation of DRM

11%

1%

Parts This module is composed by the following parts:

a Rights Definition module, which supports the digfon of rights;
it allows to define and associate rights to cont&rns, and tg
create and manage license offers documents, tezspkatd licens
instances
a module that acts as Rights Distribution Gatewelyich guides
the Consumer in the process of obtaining the nacgss
permissions for content usage. Some parts of theeps may b¢
performed externally to th€ASPAR system architecture, i.e. the
payment of fees. Distribution of rights includesplging rights
enforcement measures to content items
a Rights Verification module that is involved befoallowing a
specific action on a rights-protected content, da@.validate
licenses and to resolve persistent protection
a module for DRM Management and Preservation, walldws to
do maintenance on the other modules in order gndlie DRM
functionalities with the evolutions in technologyda in the
semantic aspects of rights, e.g. by registering teMP tools,
updating rights definitions and license semantics.

Provided RightsDefinitionManager

Interfaces RightsDistributionManager
RightsVerificationManager
DRMPreservationManager

Required PDSManager

Interfaces

Artefacts REL(s)

6.7.1 Digital Rights Manager Models

The Digital Rights Manager implements the followingerfaces:

RightsDefinitionManager

RightsDistributionManager
RightsVerificationManager
DRMPreservationManager

Interface | RightsDefinitionManager

Operations

CreateLicenseOffer
UpdateLicenseOffer
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ImportLicenseOffer
PublishLicense
SearchLicense

BindLicense
InsertLicenseOfferDescription

Used by | Rights enforcement tools external to the archivaif@rm

Interface | RightsDistributionManager

Operations - RetrieveLicenselnfo
GetLicense
ApplyWatermark
ScrambleContent

Used by . Data Access Manager and Security
User Interface

Interface | RightsVerificationManager

Operations - CheckLicenselnstance
UnscrambleContent
TrackContentUsage

Used by | Data Access Manager and Security

Interface | DRMPreservationManager

Operations - UpdateLicenseParameter
UpdateLicenselLanguage

Used by | User Interface (DRM manager - OAIS Archive intersgff member)
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Digital Rights Manager Component Diagram

IST-2006-033572 PUBLIC 115/141



Date:17-05-2007
Project: CASPAR

CASPAR Overall Component Architecind Component Model

Doc. Identifier: CASPARFN-D130101011 1

6.8 FINDING AIDS

Component | Finding Aids

Responsibilities | Search AIPs, based on conditions upon the Desggipinformation.
The main responsibility of the Finding Aids modigeto function as the
"link" between the end-user (consumer or digit@hare) and the rest @
the CASPAR system, with respect to the search and retriadilities.

=

Parts A search AIP facility allowing the determinationdaretrieval of a set of
AIPs whose Descriptive Information satisfies a a¢fetonditions (query)
This facility is based on the query mechanisms iplex¥ and implemente
by the KM and is comprised of the following subpart

[®N

An interface (to be used by the end-user) thatellthe
formulation of queries (in a specific Query Langelpgnd the
return of query results in a user-friendly way.

An interface (in the form of an API) that allows amificial agent
to formulate queries and get the results back.

A module to transform queries that were input tigtothe
interfaces into a specific Query Language syntax.

A module that reads ontology schemas and allowsyhamic
creation of the relevant user interfaces.

Provided FindingManager

Interfaces

Required DescriptiveMetadataSWManager
Interfaces SWKMServices

Artefacts

6.8.1 Finding Aids Models

The Finding Aids implements the following interface

FindingManager

Interface | FindingManager

Operations - getAipldByQuery - Gets a query in its input; retsianlist of AIP IDs --
to be used by external artificial agents, e.ghiass' software -- this
function performs some pre-processing on the qugmyerates the
equivalent query in a specific Query Language anadrds it to the
KM for execution; then returns the results (AIP JDsthe caller

indexDesclInfo — index the Descriptive Informatiarich is used to
support the search

Used by - Packaging

Finding Aids Component Diagram
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6.9 VIRTUALISATION TOOLBOX

This is part of the Repinfo Toolbox but the conceptsufficiently generic to warrant a
dedicated, if brief, description.

Component | Virtualisation

Responsibilities| Helps the user to identify and describe featurespiece of information
(and to a lesser extent also in software and hasjwehich will facilitate
automated re-use and easier re-implementation.

Parts This is a portal into a number of specific toolsebhdeal with a variety of
aspects of virtualisation, as outlined in the Ussés.
Provided . VirtualisationManager
Interfaces
Required
Interfaces
Artefacts This tool is a portal into many other tools, sorhvbich are briefly

described in the Review of the State of the Art.

6.9.1 Virtualisation Toolbox Models
The Virtualisation Toolbox implements the followirgerfaces:

VirtualisationManager

Interface VirtualisationManager
Operations - createVirtualReplinfo
Used by - Representation Information Toolbox

Virtualisation Toolbox Component Diagram
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6.10 PACKAGING

Component Packaging
Responsibilities 1. Construction of Information Packages (IP)
2. Unpackaging of IP
3. Access Package Information Objects
4. Manipulation of Package Information Objects
5. Validation of IP
6. Delivery of IP
Parts This module is composed of the following parts:
IP(Information Package) superType
SIP, AIP, DIP subtypes of IP
Provided PackageManager
Interfaces
Required FindingManager
Interfaces
SWKMWebServices (import)
Artefacts XFDU, SAFE, METS tool kits.

6.10.1 Packaging Models
The Packaging implements the following interfaces:

PackageManager
Interface PackageManager
Operations constructIP

getlPbyID
storelP
transformIP
unpackIP
validatelP

Used by
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class Packaging class /

IPid: IP_id_type
IPisvalid: boolean

ginterfacen
PackagaManagar

+ 4+ + + + + + + + + + + + +

constructl P void
deliverdP() ; boolean

qetlontentinformati onObject) : Info imationObje

fqetliatalbject] : datalbject

qetP adkagingDescription() : InfarmationObject
qetPadaginglnformation]) : InformationQbject
qetP Dlobject]) : [nformation Object
getRleplnfoCibject]) - InformationObj ect

setC ontentinformatio nObject]) : woid

setl atalb je ) : void
setP Dlohject) : vaid
setf eplnfoQhject() : void
stareIP() - woid
validatelP(] : bonlean

+ + + + + +

sanstr cHP] 1P
gettPhyln - voi
storelP)) - vaid
transTorml=y) - 1P
anfacklA  vaid
validatelPf -boolegn

SIF

AP

buftersIP() : void
canstructs [P0 void

deliverSIP(: void

+ 4+ + + + + +

walidateSIP() - void

bulkCanstructSIF ; woid
constucts Ptemplate]) - void

getSIPtemplateBy D) : vo id

OIF

+  constuctAIP - void
+ storefIP) : void
+ validateAIR) : vaid

+  constructDIP() : void
+ deliverDIP) : vaid
+ validate DIFY) : woid

Packaging Component Diagram
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6.11 AUTHENTICITY MANAGEMENT

Component | Authenticity Management

Responsibilities - Create identity information
Create integrity information
Create protocol and procedure information

Parts

Provided AuthenticityManager
Interfaces

Required SWKMServices (query)
Interfaces

Artefacts

6.11.1 Authenticity Management Models
The Authenticity Management implements the follogvinterface:

AuthenticityManager

Interface | AuthenticityManager

Operations - createlntegritylnfo
createldentitylnfo
createProtocolProcedurelnfo

Used by

Authenticity Management Component Diagram
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7 DEPLOYMENT

In the previous sections we described @&SPAR architectural entities, i.e. the various
components, together with the respective interfaddese we concentrate on the way in which
these components may be deployed.

CASPAR components are designed to be loosely coupledd avoentral point of failure, be
customisable, and must not demand a complete systptacement in order to be of
advantage to adopters.

The following scenarios are illustrative of a bragectrum of deployments.

Note that in order to work with existing elementsan archive, a number of relatively small
pieces of software “glue” will have to be providddeither these nor the nd@@ASPAR
components are shown in these diagrams.

7.1 THREE MAIN SCENARIOS

CASPAR is a preservation environment capable of dealiitly &l aspects of the digital
preservation and to provide typical archive faigifit although, as noted in the Conceptual
Model some components, such as INGEST and ACCE#®&avie limited functionality. The
system is built, following the OAIS Reference Madel cover the long-term preservation of
digitally encoded information. This includes thendeterm applicability of, for example,
Intellectual Properties Rights (IPR), as well.

Three broad scenarios are:
Self-contained installation
Shared service installation
Minimal shared service installation

7.1.1 The Self-Contained installation
In this scenario alCASPAR components are installed within a single orgaiosat

Figure 16 Self-contained installation
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One of the key aims of th€ASPAR infrastructure is to spread the effort needed for
preservation. Therefore although all componentddcoeside within one closed system, this
will somewhat defeat the aims AGCASPAR but could share expertise within that
organisation.

7.1.2 The Shared Service installation

In this scenario, which allows a sharing of theoafof preservation, the installation would
omit one or more of :

the Preservation Orchestration Manager,
the Repinfo Gap Manager,
the Registry

These components would be hosted on one or moee lotists and are shared between many
shared service installations. The resource disganechanism will be discussed below.

Some selection of
Preservation Data Store
Access components
Rights Management

May be installed and integrated with the existipgtems in the archive. In this common
scenario the archive has already invested effattfanding to provide archival services to its
end users (both Producers and Consumers), andhaterest in replacing all its systems.
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deployment Deployment Model /

Service Host 1

Archive 1

Registry Gap Manager {l

Access

Preservation Data
Storage

Preservation
Ochestration Manager

Finding Aid

Service Host 2

Archive 2
Registry Gap Manager

Access Finding Aid

Service Host 3

Registry Archive 3

Preservation Data
Store

Service Host 4

Preservation
Orchestration
Manager

Service Host 5

Preservation Data Preservation
Store Orchestration
Manager

Figure 17 Shared service installation

Archive 1, Archive 2 and Archive 3 contain one oorm of theCASPAR components, and
share the services from:

Service Hosts 1 to 4 containing one or more ofstiered infrastructure components.

In Service Host 5 explicitly shows that such a hoay contain otheEASPAR components,
and indeed such a host would have to be a Trusteltivi®, something with which adoption
of CASPAR components would assist.

7.1.3 The Minimal installation

A minimal scenario, which is an extreme type ofrelaservice installation, involves only the
adoption of the CASPAR convention for Representation Information, in {cartar
associating data objects with pointers to Reprasient Information contained in external
registries. This minimal installation is a low cdasiy-in to CASPAR; it involves minimal
change to existing systems, but still allows stiaahthe preservation effort.
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deployment Deployment Model /

Service Host

Archive

NI g
Pointer to Repinfo — | Exisiting Data

Storage

Preservation
Orchestration

Manager Registry

Gap Manager

Figure 18 Minimal shared service installation

These deployment scenarios and resource discovekianisms are discussed next.

7.2 RESOURCE DISCOVERY MECHANISMS

The CASPAR components installed in any of the above scenaniast be configured so that
each one knows how to address the others. Thevdiscmechanisms

Cannot rely on a continuation GASPAR
Must be flexible, supporting the types of scenadescribed above

Must be configurable — allowing archives to tailihreir service providers, for
example depending upon, for example, which servibeg trust or which services
they are allowed to share information with.

Need not be all encompassing i.e. does not neeidoantee that all services are
known about by all others

As with other distributed systems there are a nurabdiscovery mechanisms:
Local Configuration file

o This would be needed as an initial “boot-strap’pster the other discovery
methods by pointing to one or more discovery nodes.

0 It could also contain a fixed set of pointers teskd service providers
Discovery nodes

0 These would contain pointers to service providenste that it does not point
to other non-service provider archives.

0 Service providers would publish their services tte mr more discovery
nodes (named in their configuration files)

Any of the service providers could also be a distgpwode.
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8 IMPLEMENTATION GUIDELINES

CASPAR implementations must themselves be preservablg applying theCASPAR
techniques themselves, for example facilitatinggbware against changes in hardware and
software environments via Virtualisation, as intiechin Conceptual Model.

Multi-lingual support will be supported whereversgible — itself a type of Virtualisation.

In addition to the Virtualisation itself, for exatepoy defining software interfaces, it
is important to provide proof of effectiveness Inypiementing the interfaces on at
least two underlying implementations.

8.1 RE-USE OF EXISTING SOFTWARE

The Storage interfaces may be implemented on a euwibunderlying systems as
illustrated in Figure 24 in which the underlying glementations may range from
simple file systems to the IRODS system — itself iaterface to a distributed
heterogeneous storage system, shown here usin@jant@ata Store using its XAM
interface — and also to a XAM device directly.

Figure 19 Storage Interface

The Registry functionality may be implemented asFigure 20 which shows the
Registry APl implemented on systems including JAXIRjch is itself an abstraction
which can use emXML as well as UDDI registries adarlying implementations.
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Figure 20 Registry Interface

Some of the communications middleware may also rbplemented on several
underlying systems as in Figure 21, where the BRBGid DILIGENT underlying
systems are used. DILIGENT is itself layered ondbparious GRID Web Services.

Figure 21 Communication Interface

The Knowledge Management tools should be based Knoavledge management
interface which can be implemented on a numbekistiag libraries:
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KM i/f

RQL API SPARQL API

SPARQL SPARQL
implementation implementation

Figure 22 Knowledge Management Interface

8.2 IMPLEMENTATION PROGRAMMING LANGUAGE AND PROTOCO LS

The initial implementation of essentially all thengponents will be in JAVA, using Web
Services for distributed computing aspects.

Other implementations may be produced for speciimponents. Furthermore tRASPAR
components will be integrated with a variety ofstxig systems, implemented on many
different systems. All this will provide some ewde about the preservability of the
CASPAR functionality.

As noted in section 1, the use of UML as the maugllanguage allows us, if needed to
produce a significant part of the software in ofhigrgramming languages. There are limits to
this capability, because one tends not to useathgulage independent aspects of UML to the
fullest extent, and the UML tool tends to be usedreate a skeleton into which code defining
the processes and algorithms are inserted. Nelesthé provides an important degree of
flexibility.

Furthermore the interfaces which are defined mayripdemented in such a way as to support
a variety of distributed communication frameworksch as Web Services, JAVA-RMI and
CORBA.

8.2.1 Discussion of Java implementation

To attempt to program theASPAR environment for the long term it is necessaryatketa
fairly high level view of the software operationequired and then to encapsulate any
particular implementation within that framework. héfe functions are limited to a particular
subset of possible implementations then @&SPAR system should be able to identify the
functions that can or cannot be performed. Théanswé system is going to be distributed
over a number of disjoint, heterogeneous compugstems and this means we need a
software system that is widely available and withich library of networking software.
There will also need to be checks to identify asdnacessary authenticate users in their
access to the system. To make this system ackessithe users we will develop a number
of graphical user interfaces, so a common libranpss all the platforms is required, and as
out users will in general speak different languages will internationalization of the
interface.

Fortunately Java meets these requirements; itsepboé a virtual machine on which to run a
program matches nicely with the concepts concerpiegervation already in the project and
it is available on a wide range of computer systerfibe language comes with as standard
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both a rich networking library and a rich graphiaakér interface system. The concept in this
of layout managers handling both simple and complggcts in the interface is also one with
echoes elsewhere in the project. Sun Microsystetaase of Java SE, Java EE and Java ME
implementations under the GNU General Public Liegi@PLv2), the same license as is used
for Linux, is a very significant step in the longrm preservation of systems built on top of
Java. In developing responsive graphic interfa@e®ss different hardware systems is
challenging; the multi-threading model built intleet Java language can help to make this
more practical; however this has to be well undedtif the action of the interface is to be
preserved in the long term.

The Java serialization system can make for a gamdnwnication model between active

processes [short term serialization], but needectiffe Representation Information if the

object store is to be maintained long term. Thiawe protection is to fail if a class has

changed; this is a step up of doing some randormatipe in that a least the user is aware of
the problem.

An additional feature of the graphics interfacedily, the “swing” library, is its support for

people who have some difficulty utilizing the stardl user interface, providing this

information has benefit in the long term since ribides extra context to the use of the
system that may help in the understanding of tifievace in generations to come.

8.3 ITERATIVE IMPLEMENTATION PHASES

The implementation will, as described in tBASPAR Guidelines P1202 and following
software best practice, be implemented in a nurobierations. Each iteration will last
approximately 4 to 6 months and will deliver anramoental level of functionality.

The initial phases are outlined in the followinglta where the key components are shown,
but of course a humber of smaller pieces of suppuptglue” will be being developed at the
same time.
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1 Initial Initial Implementation | Low level Prototype Prototype XFDU and | Simple Prototype
implementation implementation | on Object Replnfo for DAMS Finding Aids METS based| notification authenticity
with of the Gap Storage Device | Scientific data | system based on packaging and alert protocols and
ReplnfoLabel and| Manager and XAM and initial Provenance tools system more detailed
initial load of interface Virtualisation design
Replnfo. This is for simple
being done in objects
association with
the UK Digital
Curation Centre
(bce)
2 Trial federation Interaction with | Prototype policy | Integration of | Integration Interface to Data) Packaging of| Integration Implementation
capabilities Orchestration interface tools to view | of DAMS Management Cultural with DAMS of basic
and Registry Replnfo and with implementation | Heritage and installation| Authenticity
Replnfo Registry and | (not a key data and of protocols
creation for Gap component) integration | Classification
Cultural Manager with existing | schemes for
Heritage info Performing | registration of
Arts interests
packaging
3 Release 2 and Release 2 of Implementation | Tools for Completion | Release 1 of Integration | Use of simple | Release 1 of
interface to a Gap Manager | of interfaces on | capture of of DAMS Finding Aids with Pres. Knowledge Authenticity
number of other | using SPARQL | simple file semantic Release 1. | and integration | Data Store | Management | tools
registry systems | and expansion | systems and information. Prototype with one or operations | techniques for
of DCProfiles S|mp_le existing | |nitial “expert | DRM s/w more existing routing alerts
archive data system” for archives
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stores.

providing
suggestions

4 Release 3 of Release 3 of Release 3 of Pre| Virtualisation | Integration Intelligent Integrate Full alert Release 2 of
registry with Gap manager | Data Store with | tools and guidg of Finding Aids Packaging | system release| Authenticity
installation kit and| with test integrated. preservation | using PDI, for DIP with tools integrated
interoperability terminology implementation capabilities | Release Finding Aids with PDI
framework evolution with 10 million into DRM 2 and Access. production and

objects and DAMS Packaging
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GLOSSARY

This glossary is largely taken from the OAIS RefesModel.

A

Access Aid

Access
Collection

Access Method

Access Software

Access

Ad hoc Order

Administration

Archival
Information
Collection (AIC)

Archival
Information
Package (AIP)

Archival
Information Unit
(AIV)

Archival Storage

Archive

Associated

Description
C

Client

A software program or document that allow Consumerdocate,
analyze, and order Archival Information Packagemigfest.

A collection of AlPs that is defined by a Collecti®escription but for
which there is no Packaging Information for thelextion in Archival
Storage.

A method for retrieving an Archival Information Rage based on its
name or identifier, which is available to authodzesers.

A type of software that presents part of or altre information content
of an Information Object in forms understandableéumans or systems.

The CASPAR entity that contains the services anutctfans which
make the archival information holdings and relasedvices visible to
Consumers.

A request that is generated by a Consumer for nmhtion CASPAR
has indicated is currently available.

The CASPAR entity that contains the services amttfans needed to
control the operation of the other CASPAR functiogatities on a day-
to-day basis.

An Archival Information Package whose Content Infation is an
aggregation of other Archival Information Packages.

An Information Package, consisting of the Contefdrimation and the
associated Preservation Description Information I(PQvhich is
preserved within CASPAR.

An Archival Information Package whose Content Infation is not
further broken down into other Content Informatimsmponents, each
of which has its own complete Preservation Desoripinformation. It
can be viewed as an "atomic" AIP. An example ofAdid would be a
table of numbers representing temperatures in taineregion with all
the associated documentation describing how and rewhthe
temperatures were measured, what instruments ves@ to make the
measurements, who made the measurements, why dreymade, what
processing has been performed on the measuremmhtwteo has had
custody of these measurements since they werecfiesited, how the
measurements relate to other information, how thasurements can be
uniquely referenced by others, etc.

The CASPAR entity that contains the services amgttfans used for
the storage and retrieval of Archival InformaticacRages.

An organization that intends to preserve informmafior access and use
by a Designated Community.

The information describing the content of an Infation Package from
the point of view of a particular Access Aid.

An application which exchanges information with @new application
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Collection
Description

Common
Services

Consumer

Content
Object

Content
Information

Context
Information

Context

D
Data Dictionary

Data
Dissemination
Session

Data
Management
Data

Data
Management

Data Object

Data

(see also Consumer).

A type of Package Description that is specializegrbvide information
about an Archival Information Collection for use Agcess Aids.

The supporting services such as inter-process conaation, name
services, temporary storage allocation, exceptamdling, security, and
directory services necessary to support CASPAR.

The role played by those persons, or client systevhe interact with
CASPAR services to find preserved information eéfast and to access
that information in detail. This can include otf@ASPARS, as well as
internal CASPAR persons or systems.

The Data Object, that together with associated Esgmtation
Information, is the original target of preservation

The set of information that is the original targéfpreservation. It is an
Information Object comprised of its Content Datajeab and its
Representation Information. An example of Conterfibrimation could
be a single table of numbers representing, and reta®lable as,
temperatures, but excluding the documentation wWaaild explain its
history and origin, how it relates to other obséorss, etc.

The information that documents the relationships tlié Content
Information to its environment. This includes whjet Content
Information was created and how it relates to o@entent Information
objects.

The information that documents the relationships tlié Content
Information to its environment. This includes whjet Content
Information was created and how it relates to o@entent Information
objects.

A formal repository of terms used to describe data.

A delivered set of media or a single telecommuiicat session that
provides data to a Consumer. The Data Dissemina@ssion

format/contents is based on a data model negottabdeen CASPAR

and the Consumer in the Request Agreement. Thésrdatlel identifies

the logical constructs used by CASPAR and how #reyrepresented on
each media delivery or in the telecommunicatiorsises

The data created and stored in Data Managemernisigettsstorage that
refer to operation of an archive. Some examplesthig data are
accounting data for Consumer billing and authoidrat policy data,
Event Based Order (subscription) data for repeatigguests,
preservation process history data, and statistiedid for generating
reports to archive management.

The CASPAR entity that contains the services andctfans for
populating, maintaining, and accessing a wide tarnd information.
Some examples of this information are catalogsiavnehtories on what
may be retrieved from Archival Storage, processilggrithms that may
be run on retrieved data, Consumer access stafi§tmnsumer billing,
Event Based Orders, security controls, and CASPARedules,
policies, and procedures.

Either a Physical Object or a Digital Object.
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Data Submissior
Session

Data

Derived AIP

Descriptive
Information

Designated
Community

Digital Migration

Digital Object

Dissemination
Information
Package (DIP)

E

A delivered set of media or a single telecommuincasession that
provides Data to CASPAR. The Data Submission Sessio
format/contents is based on a data model negottztgdeen CASPAR
and the Producer in the Submission Agreement. Tata model
identifies the logical constructs used by the Pcedwand how they are
represented on each media delivery or in the tetemanication session.

A reinterpretable representation of informationairfiormalized manner
suitable for communication, interpretation, or mssing. Examples of
data include a sequence of bits, a table of humltteescharacters on a
page, the recording of sounds made by a persorkisgear a moon
rock specimen.

An AIP generated by extracting or aggregating imfation from one or
more source AlPs.

The set of information, consisting primarily of Rage Descriptions,
which is provided to Data Management to supporffitiging, ordering,
and retrieving of CASPAR information holdings byrGamers.

An identified group of potential Consumers who dHobe able to
understand a particular set of information. Thei@esed Community
may be composed of multiple user communities.

The transfer of digital information, while intendimo preserve it, within
CASPAR. It is distinguished from transfers in geteby three

attributes: (a) a focus on the preservation offtiiénformation content,
(b) a perspective that the new archival implemeématof the

information is a replacement for the old, (¢) amenstanding that full
control and responsibility over all aspects of trensfer resides with
CASPAR.

An object composed of a set of bit sequences.

The Information Package, derived from one or molesAreceived by
the Consumer in response to a request to CASPAR.

An attribute of an AIP whose information contens lieeen increased or

Edition improved from a source AIP and is therefore a ahatdito replace the
source AIP.
Event Based A request that is generated by a Consumer for nmftion that is to be
Order delivered periodically on the basis of some evemvents.
F
Federated A group of archives that has agreed to provide ste their holdings
Archives via one or more common finding aids.
- . A type of Access Aid that allows a user to search dnd identify
Finding Aid . . ;
Archival Information Packages of interest.
The information which documents the authenticatioechanisms and
Fixity provides authentication keys to ensure that thetéPwninformation
Information object has not been altered in an undocumented enaAn example is
a Cyclical Redundancy Check (CRC) code for a file.
G
Global An extended Consumer community, in the context efddfated
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Community

Independently
Understandable

Information
Object

Information
Package

Information

Ingest

K
Knowledge Base

L

Local
Community

Long Term
Preservation

Long Term

M
Management

Member
Description
Metadata

Migration

O

Archives, that accesses the holdings of severaivas via one or more
common Finding Aids.

A characteristic of information that has sufficiedibcumentation to
allow the information to be understood and usedth® Designated
Community without having to resort to special reses not widely
available, including named individuals.

A Data Object together with its Representation fimfation.

The Content Information and associated Preservaf@scription
Information which is needed to aid in the preseovabf the Content
Information. The Information Package has associaRaitkaging
Information used to delimit and identify the Coritémformation and
Preservation Description Information.

Any type of knowledge that can be exchanged. Ireachange, it is
represented by data. An example is a string of [fite data)
accompanied by a description of how to interpredtrang of bits as
numbers representing temperature observations meshso degrees
Celsius (the representation information).

The CASPAR entity that contains the services amdtfans that accept
Submission Information Packages from Producerspgres Archival
Information Packages for storage, and ensureAitesiival Information
Packages and their supporting Descriptive Inforomatibecome
established within CASPAR.

A set of information, incorporated by a person ystem, that allows
that person or system to understand received irgoom

The original Designated Community, in the context Federated
Archives, served by an archive.

The act of maintaining information, in a correctdaimdependently
Understandable form, over the Long Term.

A period of time long enough for there to be concabout the impacts
of changing technologies, including support for newedia and data
formats, and of a changing user community, on kifierination being
held in a repository. This period extends intoittdefinite future.

The role played by those who set overall CASPARIcygoks one
component in a broader policy domain.

An Associated Description that describes a membaroollection.

Data about other data.

Transfer of data from one medium to another, osaffware from one
hardware platform to another, or of servers frora operating system to
another.
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Open
Information
System (OAIS)

Order Agreement

Ordering Aid

Overview
Description

P

Package
Description

Packagin
g
Informati
on

Physical Object

Preservation
(format)

Preservation
Description
Information
(PDI)

Preservation/tech

nology watch

(Preservation)
Processing

Producer

Producer/Deposit

or/Author

Provenance
Information

R
Reception

Records

Archival An archive, consisting of an organization of peaphle systems, that has

accepted the responsibility to preserve informatind make it available
for a Designated Community.

An agreement between the archive and the Consumavhich the
physical details of the delivery, such as mediatgpd format of Data,
are specified.

An application that assists the Consumer in disgogethe cost of, and
in ordering, AlPs of interest.

A specialization of the Collection Description thdescribes the
collection as a whole.

The information intended for use by Access Aids.

The information that is used to bind and identlg tomponents of an
Information Package. For example, it may be the 860 volume and
directory information used on a CD-ROM to provide tcontent of

several files containing Content Information andedervation

Description Information.

An object (such as a moon rock, bio-specimen, mmwpe slide) with
physically observable properties that representrinftion that is
considered suitable for being adequately documefttegreservation,
distribution, and independent usage.

File prepared for long-term preservation

The information which is necessary for adequatesgiration of the
Content Information and which can be categorizedPasvenance,
Reference, Fixity, and Context information.

Constant review of developments that affect thegl@mm maintenance
and functioning of a digital archive

Preparation of files for preservation and dissetiona

The role played by those persons, or client systevh® provide the
information to be preserved. This can include otXSPARs or
internal CASPAR persons or systems.

Individuals, organisations or systems that transfimarmation for long-
term preservation

The information that documents the history of tr@tent Information.
This information tells the origin or source of tB@ntent Information,
any changes that may have taken place since iovigigated, and who
has had custody of it since it was originated. Exam of Provenance
Information are the principal investigator who restexd the data, and the
information concerning its storage, handling, angration.

Process under which an archive is transferredofog-term preservation

Information identified upon its creation as haviaue as evidence in
‘recording’ an activity or decision and so requiria ‘lifespan’ for its
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Reference
Information

Reference Model

management either through to destruction or apglraisd retention as
part of an archive

The information that identifies, and if necessaggatibes, one or more
mechanisms used to provide assigned identifiers ther Content

Information. It also provides identifiers that allooutside systems to
refer, unambiguously, to a particular Content Infation. An example

of Reference Information is an ISBN.

A framework for understanding significant relatibips among the
entities of some environment, and for the developgnad consistent
standards or specifications supporting that enwiram. A reference
model is based on a small number of unifying cotecapd may be used
as a basis for education and explaining standardsibn-specialist.

A Digital Migration where the effect is to replaaemedia instance with

Refreshment a copy that is sufficiently exact that all Archivdlorage hardware and
software continues to run as before.
Systematic copying of files between used and unusedia. A Digital
Refreshment Migration where the effect is to replace a medistance with a copy
that is sufficiently exact that all Archival Stombardware and software
continues to run as before.
Repackaain A Digital Migration in which there is an alteratidn the Packaging
P ging Information of the AIP.
A Digital Migration where there is no change to tRackaging
Replication Information, the Content Information, and the PDhe bits used to
P represent these Information Objects are presenvelde transfer to the
same or new media instance.
. Site at which digital records are stored: can b#ata warehouse for
Repository . ) .
records or a digital archive for archives
Representation The information that maps a Data Object into moreamnmngful
Inch))rmation concepts. An example is the ASCII definition thasckibes how a
sequence of bits (i.e., a Data Object) is mapptdarsymbol.
The set of Representation Information that fullgaées the meaning
Representation  of a Data Object. Representation Information initdigforms needs
Network additional Representation Information so its digifarms can be
understood over the Long Term.
Represgntatlon A type of software that displays Representationorimiation of an
Rendering . o
Information Object in forms understandable to husnan
Software
The set of descriptive records for those AIPs inSBAR which match
Result Set the criteria stated in a Consumer query, or otesults from a search on
Data Management.
Retrieval Aid An application that allows authorized users toiegd the Content
Information and PDI described by the Package Detson.
Retrieval Recovery of files for use

Risk analysis
S

Search Session

Assessment of effects of adverse events on lomg{peeservation

A session initiated by the Consumer with the arelduring which the
Consumer will use the archive Finding Aids to idignand investigate
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Secure
(transfer/environ
ment)

Structure
Information

Submission
Agreement

Submission
Information
Package (SIP)

T
Transfer

Transformation

U
Unit Description

\Y

Version

potential holdings of interest.
Protected from interference by non-authorised gsurti

The information that imparts meaning about how oihéormation is
organized. For example, it maps bit streams to comoomputer types
such as characters, numbers, and pixels and agigregaf those types
such as character strings and arrays.

The agreement reached between CASPAR and the Rmodbhat
specifies a data model for the Data Submissioni@esEhis data model
identifies format/contents and the logical condsuwised by the
Producer and how they are represented on each rdeliN&ry or in a
telecommunication session.

An Information Package that is delivered by thedBoer to CASPAR
for use in the construction of one or more AlPs.

Movement of files between organisations

A Digital Migration in which there is an alteratiolo the Content
Information or PDI of an Archival Information Page For example,
changing ASCII codes to UNICODE in a text docunteging preserved
is a Transformation.

A type of Package Description that is specializegrbvide information
about an Archival Information Unit for use by Acsesids.

An attribute of an AIP whose information contentshandergone a
transformation on a source AIP and is a candidateplace the source
AlP.
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